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About this Report 

The 2020–21 Annual Data Report provides detailed information and analysis of the breach 

information and complaints data reported to the Customer Owned Banking Code Compliance 

Committee (the Committee) by subscribers to the Customer Owned Banking Code of Practice (the 

Code) for the reporting period 1 July 2020 to 30 June 2021. 

The report focuses on the findings and learnings provided by customer owned banking institutions 

via the Annual Compliance Statement (ACS) for the 2020–21 period, as well as individual video 

conferences with each Code subscriber held from July to December 2021.  
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Message from the Chair 

I am pleased to present the 2020–21 Annual Data Report of the Customer Owned Banking Code 

Compliance Committee. 

The Annual Data Report sits alongside three other key pieces of work completed by the Committee 

for the 2020–21 reporting period: our Annual Report, our individualised Benchmark Reports, and 

our ‘Learning by Example’ Report, all of which provided an overview of Code subscribers’ self-

reported breach and complaints data. Here, we present the detailed data and our insights following 

the undertaking of the 2021 ACS Verification Program. 

The ACS Verification Program is the foundation of the Committee’s compliance monitoring 

activities. The program enables us to probe and clarify subscribers’ self-reported data, it gives us 

the opportunity to discuss with subscribers why breaches and complaints have occurred, how they 

have been remediated, and what lessons subscribers have learnt as a result. It also provides us 

with a clearer understanding of the challenges facing individual subscribers and the customer 

owned banking sector in light of the promises in the Code. 

These discussions have helped shape the content of this report, enabling us to provide in-depth 

coverage of subscribers’ reporting of Code compliance, along with examples of better industry 

practice, and guidance and recommendations from the Committee on areas where the reporting 

indicates that Code compliance could be improved. 

Subscribers reported fewer breaches but their data quality improved 

The compliance data shows a slight decline in the industry’s self-reporting of breaches, with 

reported numbers falling for the first time in six years. Subscribers self-reported 2,248 Code 

breaches this year – 11% fewer than last year. Despite this, there was a small rise in the volume of 

subscribers self-reporting one or more breaches (up from 73% last year to 74% this year). 

The Code provisions relating to privacy, customer service, and legal and industry obligations 

remain the most breached. Privacy accounted for one in every three self-reported breaches, 

customer service one in every five breaches, and legal and industry obligations one in every eight 

breaches. More than 568,000 customers were affected by breaches, with a total financial impact of 

more than $9 million. 

There has been a noticeable improvement in subscribers’ breach categorisation since the last 

reporting period. More subscribers are taking the time to assess breaches against specific Code 

obligations rather than categorising them to general ‘catch all’ Code requirements such as 

customer service. This has led to more meaningful breach reporting.  

Improved reporting processes via compliance uplift programs and upgraded reporting tools have 

also enabled some subscribers to provide higher-quality, more transparent data, especially when 

underpinned by robust compliance policy and staff training. Many institutions were also able to 

demonstrate major learnings from long-term remediation actions and by using insights identified 

from the data. 

Complaints rose as subscribers prepared for new IDR timeframe obligations 

The number of self-reported complaints rose by almost 10% compared to the previous year (from 

27,041 to 29,650). Only four institutions – all from the smallest Code subscriber size category – 

self-reported nil complaints. 
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The implementation of changes to complaints handling systems and processes to meet ASIC’s 

new internal dispute resolution (IDR) timeframes under Regulatory Guide 2711 (RG271) was 

indicated by some subscribers, as a key reason for reporting more complaints this year. A number 

of institutions have invested significant resources towards meeting the RG271 requirements, 

including rolling out new complaints management systems, hiring additional staff, and providing 

training programs to frontline employees. 

The Committee was pleased to note that many subscribers had implemented RG271 into their 

complaints handling systems and processes well in advance of the October 2021 deadline. 

Positively, some subscribers observed that reviewing their reporting processes to prepare for 

RG271 had not only allowed them to report complaints and breaches more accurately; it had 

enabled them to better align complaints and breaches with the Code. 

Subscribers’ training programs increasingly focus on combating financial crime 

While most subscribers’ staff training programs centered on preparing for RG271, there was also a 

clear focus on training both staff and customers to combat the increasing prevalence of scams, 

fraud and other criminal activity impacting the financial services sector. For staff, this training 

incorporated fraud and scam awareness, and in some cases financial crime and anti-money 

laundering training. 

Subscribers have had to be innovative and flexible in their approach to training considering 

COVID-related work-from-home mandates in some states. Some described using different learning 

management systems to enable training to occur via e-learning, while others discuss de-identified 

breach and complaints ‘case studies’ as a learning tool during team meetings. 

Appreciation 

This was the first year that the Committee required all Code-subscribing institutions to participate in 

the ACS Verification Program, and I take this opportunity to thank each one for their involvement. 

The Committee appreciates subscribers’ willingness to discuss the challenges that they and the 

industry as a whole are facing, as well as their receptiveness to our feedback on ways to improve 

their breach reporting. There are numerous insights, recommendations and good practice 

examples contained within this report. The Committee encourages all Code-subscribing institutions 

to review and share the learnings, challenges and examples of good practice shared by their peers 

as a way to improve all aspects of their compliance monitoring and self-reporting culture. 

 

 

Jocelyn Furlan  

Independent Chair  

Customer Owned Banking Code Compliance Committee  

                                                
1 See https://asic.gov.au/media/3v2oejls/rg271-published-30-july-2020-20210608.pdf. 

https://asic.gov.au/media/3v2oejls/rg271-published-30-july-2020-20210608.pdf
https://asic.gov.au/media/3v2oejls/rg271-published-30-july-2020-20210608.pdf
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Introduction 

The 2020–21 Annual Data Report is a companion report to the Committee’s 2020–21 Annual 

Report,2 which was published in August 2021. 

Where the Annual Report outlined the Committee’s activities for the year, this report contains a 

detailed analysis of the 2021 Annual Compliance Statement (ACS) Verification Program – a      

cornerstone of the Committee’s compliance monitoring program. It also includes the Committee’s 

observations on the overall Code compliance of the customer owned banking sector, along with 

guidance and recommendations on how subscribers can improve their compliance reporting and 

achieve better practice within their organisation.  

Each year, the Compliance Manager undertakes the ACS Verification Program, which includes a 

series of conferences with Code subscribers to validate their breach reporting and gain insights 

into the day-to-day management of their Code compliance obligations (see ‘Process’, below, for 

more detail about this). The aim of the program is for the Committee to hear directly from 

subscribers about:  

● the story behind their data  

● the context for their reported breach numbers  

● how they identify and respond to breaches of the Code  

● any emerging trends  

● their strategies for improving their overall Code compliance, and  

● any examples of good practice that can be shared with the industry.  

The program also provides Code subscribers with the opportunity to:  

● raise with the Committee any concerns they may have about the ACS process  

● receive feedback and guidance from the Committee about completing their ACS  

● review and improve their compliance monitoring and breach data reporting, and  

● identify any emerging risks or issues.  

Process      

This year, for the first time, ACS verification discussions were held with all 57 Code subscribers.3 

From the Committee’s point of view, the conversations and insights that resulted were highly 

valuable. We appreciate being able to gain a better understanding of each institution’s breach and      

complaint reporting and monitoring mechanisms and to provide them with guidance and support in 

these areas. There was an indication that subscribers have taken on board the feedback we have 

provided them on their breaches and websites, with a number of suggested improvements and 

recommendations already actioned. It is hoped that this feedback, along with our feedback for 

improving the ACS and breach data reporting process, are shared with institutions’ Boards and 

Executive Management teams.  

                                                
2 See https://www.cobccc.org.au/app/uploads/2021/08/COBCCC-Annual-Report-2020-21-Aug2021.pdf. 
3 See Appendix B, Table 3. 

https://www.cobccc.org.au/app/uploads/2021/08/COBCCC-Annual-Report-2020-21-Aug2021.pdf
https://www.cobccc.org.au/app/uploads/2021/08/COBCCC-Annual-Report-2020-21-Aug2021.pdf
https://www.cobccc.org.au/app/uploads/2021/08/COBCCC-Annual-Report-2020-21-Aug2021.pdf
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Breach data 

There were 2,248 self-reported Code breaches in 2020–21, down from 2,537 the previous year. 

This is the first time in six years that breach numbers have fallen.4 Despite this, the number of 

subscribers who self-reported breaches rose slightly, from 73% last year to 74%. However, just 

over a quarter of all subscribers reported nil breaches for the reporting period. 

Code breaches were self-reported by all subscribers with more than $1 billion in assets,5 with the 

very largest institutions (those in Category AA with more than $5 billion in assets) accounting for 

more than half of all breaches. The majority of Code subscribers in the two smallest size 

categories (64% of Category D subscribers and 58% of Category E subscribers) reported nil 

breaches. 

Top reported Code breach areas 

Overall, the industry’s breach reporting capability has improved since the last reporting period. In 

general, most subscribers have become better at categorising breaches to specific Code 

obligations rather than the more general overarching provisions. 

Privacy and customer service remain the top two areas of non-compliance, with breaches of the 

Code’s legal standards, responsible lending obligations and product information requirements 

increasing this year. Communication has also emerged as a new area of concern for the industry.6 

● As was the case in 2019–20, most breaches were in 

relation to Information Privacy and Security (Section 

D23) – which accounted for one in every three self-

reported breaches (almost 34%).  

● Customer Service Standards remained the second-most 

breached Code provision in 2020–21 (Key Promise 5), 

accounting for almost one in every five self-reported 

breaches (18%). 

● The third-highest number of breaches were regarding 

legal and industry obligations (Key Promise 8). One in 

every six self-reported breaches (17%) related to this 

area of the Code, up from one in every eight the 

previous year. 

● There were 50% more breaches of the Code’s 

responsible lending practice obligations (Section D6) 

this year, elevating it to the fourth most breached Code 

provision. Responsible lending practice breaches 

accounted for just over 6% of all breaches this year (up 

from 4% in 2019–21). 

                                                
4 See Appendix C, Chart 1. 
5 Subscribers in size categories AA, A and B (see Appendix C, Chart 3). 
6 See Appendix C, Chart 2. 

Code breaches reported 

to other regulators 

Subscribers self-reported 

around 6% of all breaches to 

other regulators: 

72 breaches to AUSTRAC 

24 breaches to ASIC 

20 breaches to APRA 

18 breaches to the OAIC 

8 breaches to AFCA. 

A small number of breaches 

were also self-reported to 

the ATO, ACMA and the 

ACCC. (See Appendix E, 

Table 16 for more detail.) 

https://www.austrac.gov.au/
https://asic.gov.au/
https://www.apra.gov.au/
https://www.oaic.gov.au/
https://www.afca.org.au/
https://www.ato.gov.au/
https://www.acma.gov.au/
https://www.accc.gov.au/
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● Failure to provide customers with information about products and services (Section D2) 

caused almost 5% of self-reported breaches, making this Code provision the fifth most 

breached for the year. 

● The Code provisions on providing customers with information about rates, fees and 

charges (Section D3) were the sixth most breached, accounting for just over 4% of all self-

reported breaches (down from 4.5% last year). 

● Breaches of the Code’s requirement to provide timely, clear and effective communication 

(Section D15) have risen sharply, accounting for 3.3% of all breaches this year compared 

to just 0.4% last year. 

More in-depth analysis about the self-reported breach data for a selection of the Code provisions 

can be found in the next chapter. 

A snapshot of breaches reported by the largest Code subscribers 

Together, subscribers from the two largest size categories (AA and A) accounted for 77% of all 

self-reported breaches in 2020–21. The top three areas of non-compliance for these subscribers 

were privacy and security (Section D23), legal and industry obligations (Key Promise 8), and 

customer service (Key Promise 5).7 

With 84% of all breaches of Section D23 coming from these larger institutions, information privacy 

and security remains an area of significant concern. Many Category AA and Category A 

subscribers reported having conducted a deep dive into their breach data to ascertain whether high 

numbers of breaches in this area (and others) are indicative of a systemic issue, and where they 

can make changes to improve their compliance: 

● After determining that there was no systemic issue associated with the high number of 

privacy breaches being identified, one Category AA subscriber focused on overcoming a 

range of general privacy issues by rolling out training, strengthening controls and 

automating processes (such as using extraction tools to pinpoint tax file numbers). Another 

Category AA subscriber, which self-reported high numbers of privacy and customer 

service-related breaches, explained that it cross-references its breach data with its 

complaints data to identify potential or emerging issues. 

● Having identified that frontline staff were breaching the Code’s legal and industry standards 

by not following correct procedure during phone calls with customers, another Category AA 

subscriber plans to implement an automated ‘on hold’ advice warning, to be played during 

outbound calls while staff are actioning customer requests. 

Several of the larger institutions noted that they had taken on board advice provided as part of the 

2019–20 ACS Program about the importance of recording breaches against specific Code 

obligations rather than the more general provisions. For example, one Category AA subscriber 

explained that it had self-reported twice as many breaches of the legal and industry obligations as 

last year because these breaches – mostly relating to term deposit products – had been more 

accurately categorised this year. (Previously, the subscriber would have reported them as 

breaches of the Code’s customer service standards.) 

                                                
7 See Appendix E, Table 14. 
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Another Category AA subscriber noted that it had recorded a decrease in the number of legal and 

privacy breaches this year after updating its cyber security information frameworks and investing 

heavily in its privacy platform. 

Recommendations 

➢ Address multiple self-reported breaches by conducting a deep dive into how and why they 

occurred, and whether they signify a potential systemic issue. 

➢ Review ACS submission data to ensure it is accurate and aligns with the detailed breach data 

report. A variance in the numbers will influence the benchmarking and overall quality of the 

data. 

A snapshot of high breach numbers per 1,000 accounts 

The 2020–21 ACS questionnaire included a new category to allow for breach data analysis of all 

Code-subscribing institutions using the common denominator of breaches per 1,000 accounts.8  

Size of institution was no barrier to reporting breaches per 1,000 accounts, with high self-reporters 

coming from all subscriber size categories. Unsurprisingly, given that it was the top Code breach 

area for the year, there were high numbers of information privacy and security breaches per 1,000 

accounts. 

It was noted during the ACS verification conferences that many of these subscribers self-reported 

high breach numbers following major remediation programs or because they have robust risk and 

compliance frameworks. Breach examples from subscribers reporting high numbers of breaches 

per 1,000 accounts included the following: 

● A Category C subscriber reported multiple privacy, legal and industry breaches, most of 

which were identified during monthly hindsight file reviews. The subscriber noted that it was 

aware, thanks to the ACS benchmark report, that it self-reported a high number of breaches 

compared to its peer institutions. 

● A second Category C subscriber also identified high numbers of privacy-related breaches 

that were often identified via a hindsight review as well as through self-reporting from staff. 

The subscriber confirmed that much remediation work had been done as a result, including 

the implementation of a tax file redactor tool, staff training and the development of longer-

term action plans. 

● One Category A subscriber confirmed they had undertaken a major remediation program in 

relation to package fees and a number of customers had been proactively notified via a 

remediation letter, or a phone call followed by a letter. 

● A Category E subscriber explained that it reported a high number of breaches of the Code’s 

legal requirements after staff failed to submit international funds transfer instruction (IFTI) 

reports to AUSTRAC. The subscriber explained that it had mistakenly reported one breach 

for every instance of non-submission of an IFTI report, rather than reporting the incident as 

one breach, with a single root cause and a single remedial action. 

 

 

                                                
8 See Appendix E, Chart 12. 
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Recommendations 

➢ Use the ACS benchmark report as a tool to raise awareness and understanding of breach 

reporting within the organisation. 

➢ Share breach data analysis with senior management to ensure that accountability and actions 

are established. 

➢ Where it is evident that a group of breaches has the one root cause and one remedial action, 

report them as a single breach. 

➢ If uncertain about Code obligations and compliance, ask for help or further guidance. 

Reporting of nil breaches 

Most of the Code subscribers that self-report nil breaches each 

year are customer owned banking institutions from the two smallest 

size categories, and this year was no different. Of the 15 Code 

subscribers to report nil breaches, seven were from Category D and 

seven were from Category E (the remaining Code subscriber was a 

single Category C institution).9 

All subscribers that self-reported nil breaches were asked about 

their breach reporting mechanisms. Typically, these institutions rely 

on a single source to identify Code breaches – most often a breach 

and complaints register, which is reviewed and/or audited 

periodically. 

Several subscribers explained that they only use complaints data to 

identify Code breaches, including one Category D subscriber that 

expressed uncertainty about other breach identification methods. A 

Category E subscriber explained that, while it has a breach register 

capable of capturing any instance of non-compliance (including 

APRA, ASIC and Code breaches), it relies solely on complaints 

data to identify Code breaches, and its reporting process is only 

reviewed and reported to the management risk committee on an 

annual basis. The subscriber noted that it had recently implemented 

a new reporting system and subsequently expected to report Code 

breaches in the next reporting period. 

Many of the subscribers to report nil breaches said they also 

depend on audits (mainly internal, but in some cases external as 

well) to verify their data and identify breaches and complaints. The Category C subscriber that 

reported nil breaches explained that its Risk and Compliance team assesses all incidents and 

complaints against the Code obligations to determine if a breach has occurred. While this level of 

oversight is good practice, the subscriber acknowledged that a possible reason for reporting nil 

breaches was a lack of awareness by staff on how to define and assess Code breaches and 

complaints. 

The Committee acknowledges that it can be challenging for smaller institutions with limited 

resources to develop a robust breach monitoring framework, especially considering the need to 

                                                
9 See Appendix E, Table 15. 

Good practice example 

One Category D subscriber 

uses a breach register 

based on the Committee’s 

detailed breach data report 

to identify Code breaches. 

The subscriber is also 

considering moving breach 

data reporting into a 

separate register to ensure 

consistency. 

As part of the auditing cycle, 

branches are audited, and 

branch staff are monitored 

for Code compliance by their 

supervisors.  

The subscriber has also 

recently appointed a new 

Chief Customer Officer who 

may review the breach 

reporting process going 

forward. 
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keep up to date with frequently changing legal obligations. But these banks have signed up to the 

Code and made a commitment to their customers that they will meet the standards set out in it, 

and so we expect all Code subscribers to take steps to ensure compliance. Code subscribers who 

report few or no Code breaches should consider the following recommendations to improve their      

breach reporting. 

Recommendations 

➢ Don’t rely solely on customer complaints to identify Code breaches. Instead, consider a range 

of identification methods, such as internal/external audits, random spot checks, quality 

assurance reviews, and management oversight via risk forums and committees. 

➢ Consider a ‘flag’ or indicator to make it easier to identify Code breaches within an existing 

complaints or breach register. 

➢ Ensure all staff complete training to assist in increasing awareness and understanding of the 

Code provisions and what constitutes a breach and positively recognising staff when reporting 

to encourage the self-identification of breaches. This will help support a culture of self-

identification and highlight that training can enable overall process improvement and the 

promotion of better customer service. 

➢ Review reporting processes frequently and regularly, particularly where there is a consistent 

pattern of nil breaches reported, as this suggests that the process may not be appropriately 

capturing data. 

➢ Review and utilise the Committee’s annual benchmarking report and share insights with wider 

teams and senior management. 

➢ Establish a clear path of escalation and accountability once a potential Code breach has been 

identified and encourage a transparent feedback loop from senior management to compliance 

teams to frontline staff. This will help improve overall compliance culture. 

➢ Be resourceful and use data and internal networks as an intelligence source. 

The root causes and impact of breaches 

As part of their breach reporting, subscribers are required to provide the Committee with 

information about the impact of any Code breaches, including the number of customers affected 

and the resulting financial impact before any remediation. Just over 568,000 customers10 were 

reported as having been impacted by Code breaches in 2020–21, with a total financial impact of 

more than $9 million.11 

Customer impact 

Non-compliance with the Code’s privacy and legal obligations impacted the highest number of 

customers. Self-reported breaches of the Code’s privacy obligations (Section D23) affected 

308,022 customers (equivalent to just over half of all impacted customers for the year) and had a 

total financial impact of $463,622, while breaches of Key Promise 8 (compliance with legal and 

industry obligations) affected 74,325 customers and had a total financial impact of $177,411.  

                                                
10 Numbers are indicative only, as not all Code subscribers provided conclusive information for each self-
reported Code breach. 
11 See Appendix F, Table 20. 
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Breaches of the Code’s obligations relating to the delivery of high customer service and standards 

(Key Promise 5) also impacted a large number of customers (65,750) and resulted in the second-

highest total financial impact ($836,682). Breaches of Section D16 (account statements and 

transactions) impacted 40,238 customers – the fourth-highest number – but had a total financial 

impact of just $15. Conversely, breaches of Key Promise 1 (‘We will be fair and ethical in our 

dealings with you’) affected just over 8,000 customers but had a total financial impact (pre-

remediation) of more than $7 million. 

Root causes  

Subscribers identified manual error and a failure to follow processes and procedures as the two 

main reasons for Code breaches in 2020–21. Not following processes and procedures accounted 

for 1,007 self-reported breaches, while manual error was the cause of 781 breaches. 12 Breaches 

that occurred due to manual error also had the highest customer impact, affecting 339,693 

customers.13 

While the financial impact of breaches caused by manual error and a failure to follow processes 

and procedures was not insignificant ($430,544 and $261,519 respectively), it was breaches 

caused by a system error or failure that resulted in the highest financial impact to customers. 

Breaches with this cause resulted in 90,360 customers being financially impacted by more than 

$7.3 million.14 

Products and services involved in high-impact breaches 

Deposit taking was the product/service at the centre of the highest number of self-reported 

breaches (864) and the highest number of customers impacted (335,330) in 2020–21. It also had 

the second-highest financial impact for the year, at just under $766,000.15 

Given the high financial impact of breaches caused by system error or failure, payment systems 

were the products/services involved in breaches that led to the highest financial impact for 

customers (just over $7.2 million). 

Credit products and ‘other’ general products/services (568 breaches) were also prevalent in high-

impact breaches. Credit products were involved in 610 self-reported breaches, affecting 39,067 

customers at a cost of almost $487,000, while ‘other’ products/services were involved in 568 

breaches that had financially impacted 123,626 customers to the tune of $534,854. 

Remediation of breaches 

Subscribers were asked to describe what short-term and long-term remedial action they took to 

address any breaches and prevent recurrence of the incident.16 

Training (of staff and/or third-party representatives) was the most common form of breach 

remediation in both the short and long term, with training generally occurring within one month of 

the breach being identified.  

In addition to training, long-term remediation was most likely to involve reviewing and changing 

processes and procedures, usually within three months of the breach being identified.  

                                                
12 See Appendix F, Chart 15. 
13 See Appendix F, Chart 14. 
14 See Appendix F, Chart 13. 
15 See Appendix F, Charts 16, 17 & 18. 
16 See Appendix E, Tables 17 & 18. 
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In the short term, apologising to the affected customer or customers was the second-most common 

way of remediating a breach, and this was most likely to occur within 48 hours of the breach being 

identified. 

Subscribers did not specify a short-term remedial action for around one-quarter of all self-reported 

breaches, nor did they specify a long-term remedial action for around three-quarters of all self-

reported breaches.17 

This lack of detail and clarity, particularly about long-term breach remediation, is disappointing. 

Such information is a valuable resource that provides subscribers with intelligence to assess 

opportunities and review any trends that might lead to business improvement and the preventative 

control of Code breaches and complaints. 

Code subscribers should view long-term remedial actions as learnings – an opportunity to review 

all breaches and incidents so that root causes are clearly identified and addressed, and further 

breaches are prevented.  

                                                
17 These are not included in Tables 17 or 18. 
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Detailed breach data by Code obligation 

This chapter provides a detailed analysis of the self-reported data for various Code obligations, 

along with detailed breach examples provided by subscribers. It is based on discussions with all 

Code subscribers as part of the ACS Verification Program and aims to provide insights into why 

some subscribers self-reported high numbers of breaches of certain areas of the Code. 

General observations 

During their verification conferences, several subscribers revealed that they had improved their 

compliance reporting processes since the previous ACS, and this had resulted in the collection of 

better-quality breach and complaints data. In many cases, these improvements came about 

through compliance uplift programs, along with upgraded reporting tools and increased staff 

awareness of both the Code and the requirements for breach reporting. 

Compliance uplift programs and upgraded reporting tools lead to higher-quality data 

Some subscribers, whose data collection processes had previously involved manual reporting of 

breaches and complaints, usually via separate systems, said they had upgraded their reporting 

tools to align with these datasets. This resulted in a more 

mature data collection process and higher-quality, more 

transparent data. 

One Category B subscriber described undertaking a major 

risk and compliance uplift program, which included using 

legal data mining platform LexisNexis to map controls to 

the Code, along with information identified through AFCA. 

As a result, the subscriber has been able to identify 

several control issues and breaches, and has seen an 

overall improvement, with fewer breaches of certain Code 

provisions over the last 12 months. 

A Category C subscriber advised that, following an internal 

audit of all breaches, it has implemented a new, Board-

approved policy, underpinned by organisation-wide 

training, to help staff better classify breaches. The 

subscriber anticipates that this will result in more Code 

breaches next year as breach classification improves. 

Better staff awareness of the Code results in better 

breach reporting 

For some Code subscribers, directly analysing breaches alongside the Code requirements resulted 

in better breach categorisation. For example, it was evident from the detailed data report of one 

Category AA subscriber that breaches had been reviewed and classified against specific Code 

obligations. The subscriber confirmed this during its verification conference and said there has 

been an overall push within the organisation for compliance teams to actively engage other areas 

of the business in the breach reporting process to improve awareness and understanding of the 

Code. 

Greater familiarity with the Code and its requirements by staff – particularly those at the frontline of 

operations – was also cited by several subscribers as a key factor in improved breach and 

Breach data reports should 

include sufficient detail 

While many Code subscribers 

provided balanced, informative 

commentary in their detailed 

breach data reports, others 

provided very little detail, making 

their breach data difficult to 

independently qualify.  

Subscribers should thoroughly 

review and assess their data prior 

to submission to ensure that the 

information provided is a true 

reflection of the event and there is 

sufficient detail to meet the 

reporting requirements. 
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complaints reporting. One Category B subscriber believes it reported 

an increase in breach numbers in 2020–21 due to frontline staff being 

more aware of the Code and of their breach and complaints reporting 

obligations. Previously, the subscriber had identified Code breaches 

from complaints that were not entered into the system. Now, frontline 

staff are aware that they need to enter all complaints, even if they 

might lead to a breach of the Code. 

Some Code subscribers felt that the customer owned banking sector 

is moving towards a more de-centralised compliance model, where 

frontline staff take on greater responsibility for the validation of data 

and breach/complaints reporting. It was noted that technology and 

the maintenance of internal platforms is therefore an important step in 

preserving the quality of data overall. 

Long-term remediation actions and data insights provide 

learnings 

Many Code subscribers were able to demonstrate learnings from long-term remediation actions 

and by utilising insights identified from the data. Some subscribers advised that they were 

undertaking (or had completed) major remediation programs, with actions including a review/audit 

of the period where processes were not maintained or where there were identified gaps in these 

processes. In some cases, subscribers attributed this to insufficient or strained resourcing, whilst 

others suggested their processes lacked maturity and were not underpinned by training and 

educational programs for staff and customers. 

Some subscribers raised issues with the reporting requirements 

A Category B subscriber reported during its ACS conference that it had misunderstood the nature 

of how Code breaches were assessed when completing its detailed breach data report. The 

subscriber had treated the breaches as legal breaches rather than Code breaches and did not give 

any detailed breach data. Following the ACS conference, the subscriber had a clearer 

understanding that the purpose of the detailed breach data report is to report all Code breaches, 

not just those that are also legal breaches. 

Some Code subscribers expressed concern around the volume of reporting required and felt, at 

times, that they over-report. Some also believe there is an overlap between the reporting 

requirements of the Committee and other regulators, such as ASIC. 

Recommendations 

➢ Subscribers should be able to demonstrate that a breach has been dealt with, the customer 

has been remediated, and that learnings from the breach have been actioned. 

➢ Ensure that staff training, and awareness of breach reporting requirements are maintained, 

and that any areas of inconsistent or unclear understanding of Code breaches are addressed. 

➢ Apply feedback and consider a different lens when assessing Code breaches. 

➢ View breaches as an opportunity to learn and remediate, or to learn by the example of others, 

rather than a sign of ‘significant failure’. 

A cultural shift: viewing 

breaches positively 

Breaches at one Category B 

institution were previously 

seen as a ‘significant failure’. 

The institution has worked to 

change that cultural mindset 

and now has a different lens 

for assessing Code breaches, 

seeing them as an opportunity 

to identify and address areas 

of non-compliance. 
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General service breaches 

Key Promise 1: We will be fair and ethical in our dealings with you 

There were just 10 self-reported breaches of Key Promise 1, which requires subscribers to be fair, 

ethical and reasonable, and to act with honesty and integrity. Together, however, those 10 

breaches affected more than 8,000 customers and had a total financial impact (pre-remediation) of 

more than $7 million. 

Almost all the customer and financial impacts were caused by a single breach that was self-

reported by a Category AA subscriber. A third-party service provider engaged by the subscriber 

identified a file duplication that erroneously caused customer accounts to be credited to the tune of 

$6.9 million and debited to the tune of $800,000. The incorrect payments were reversed the same 

day, meaning there was no financial detriment to the affected customers.18 

The root cause was identified as system changes, and another bank used by the service provider 

was also impacted. The service provider subsequently implemented an emergency change to its 

file transfer process and provided the subscriber with an incident report. For its part, the subscriber 

continues to monitor the service provider’s performance.  

Key Promise 2: We will focus on our customers 

There were just 26 breaches of Key Promise 2 in 2020–21, accounting for a little over 1% of all 

self-reported breaches. Most were self-reported by the smallest institutions, with Key Promise 2 the 

second-most breached of all Code obligations by Category E subscribers.19 

IT and system errors were to blame for some of the breaches. In one instance, a Category E 

institution reported a range of breaches relating to IT system issues that impacted on service 

standards, after one of its customers became the victim of an online scam. The customer had 

provided the scammer with their two-factor authentication password, resulting in the scammer 

performing transfers to the value of $4,600 from the customer’s account, as well as other transfers 

from accounts the customer held with larger financial institutions. 

The customer felt the subscriber’s internet banking facility did not have sufficiently secure controls 

and requested that the subscriber refund the full amount stolen by the scammer, as the larger 

institutions had done. As part of the remediation process, the subscriber implemented a security 

check on first-time payees via the New Payments Platform (NPP), which would have stopped the 

first payment. The subscriber agreed to refund half the stolen amount after the customer accepted 

full responsibility for the payments. 

Another Category E subscriber reported a breach of Key Promise 2 after discovering that its 

website included a faulty email address caused by a system error. The subscriber corrected the 

error immediately and has since developed monthly testing of its website, with no further incidents 

occurring as a result. 

There was also a breach of Key Promise 2 by one of the largest Code subscribers, when staff at 

this Category AA institution failed to follow the correct process and procedure for managing a 

customer’s account. Despite receiving an email from its contact centre advising that a child’s 

guardian had been removed as the administrator of the child’s account, staff at the branch allowed 

the child to update their account details and set up internet banking without the guardian being 

present or consulted. The subscriber subsequently apologised to the guardian and provided an 

                                                
18 See Appendix F, Table 20. 
19 See Appendix C, Chart 9. 
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explanation to the child, while updating its system notes and reviewing the procedure with staff, 

who also received refresher training. 

Key Promise 5: We will deliver high customer service and standards 

Under Key Promise 5 of the Code, subscribers commit to making sure their products and services 

are useful, reliable and of value to customers, and that their staff are well trained. It was the area of 

the Code to attract the second-highest number of breaches overall. Almost two-thirds of all 

customer service-related breaches were self-reported by Category AA subscribers, and these 

breaches also made up a high proportion of the Code breaches reported by Category B, D and E 

subscribers.20 

According to one Category AA subscriber, a staff member caused a breach of Key Promise 5 by 

mistakenly actioning a Real Time Gross Settlement form for a customer, which resulted in an 

unauthorised payment of $35,000 being made to a real estate agency from the customer’s 

account. The subscriber issued an urgent recall without success, and the customer agreed to 

contact the real estate agency directly to have the money returned. According to the subscriber, 

the breach was identified as part of its first-line monitoring program, and the root cause was 

discovered to be human error.  

Upon discovering that an alert had been removed from a customer’s accounts during a disaster 

recovery testing exercise, the IT team at another Category AA subscriber accidentally placed alerts 

on 500 other customer accounts. The records were removed, and files were restored from a recent 

backup, with a reminder issued to the staff involved in the incident to take greater care when 

undertaking testing. 

A Category B subscriber self-reported 11 breaches of Key Promise 5 that occurred in its retail 

business. The breaches, which were found to be minor, were largely the result of transaction 

processing errors, incorrect details being entered into the system when customer accounts were 

created, and other human and/or process and procedure-related errors. Remediation of all 

breaches involved an immediate apology to the affected customers. 

Another Category B subscriber reported a breach of the Code’s customer service standards after 

the subscriber’s fraud detection controls failed to prevent a customer from making two BPAY 

payments of $75,000, via online banking, that were later found to be part of a scam. The 

subscriber’s fraud team provided the customer with guidance and advice to help them avoid being 

defrauded in the future, and training has been rolled out to frontline staff on how to educate 

customers about the perils of online scams and other fraudulent activities. Fraud vulnerability is 

also included as a discussion point in its weekly service centre training sessions. 

Categorising breaches of Key Promise 5: Are they really customer service breaches? 

The Committee notes that many of the detailed breach data examples provided by subscribers, 

including some of those outlined above, could technically be considered breaches of other Code 

provisions, such as those relating to legal and industry obligations (Key Promise 8), and 

information privacy and security (Section D23). Given the broad and somewhat subjective nature 

of Key Promise 5, the Committee recognises that Code subscribers may have different 

interpretations of what constitutes a breach of customer service. We nonetheless recommend that 

subscribers closely review each incident alongside all Code provisions to ensure that it is being 

correctly self-reported. 

                                                
20 See Appendix C, Charts 6, 8 & 9. 
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Key Promise 9: We will recognise our impact on the wider community 

Key Promise 9 is designed to ensure that Code-subscribing institutions have a strong community 

focus and recognise the impact they have on their staff, customers and the communities they 

serve. There were just four self-reported breaches of Key Promise 9 in 2020–21, two of which were 

reported by Category AA subscribers, with one Category A subscriber and one Category B 

subscriber each reporting a single breach. 

The breach reported by the Category B subscriber came to light when five customers lodged a 

complaint about a marketing campaign that was run during the COVID-19 pandemic. In the 

customers’ view, the campaign encouraged people not to buy anything new and was therefore not 

supportive of struggling local businesses. 

Although the campaign’s intended message to customers had been ‘look after pocket and planet’, 

a breakdown in the approval process meant that the CEO did not see the campaign before it was 

launched. Had the correct approval channels been followed, the subscriber believes there would 

most likely have been a different outcome and the breach would not have occurred. All five 

customers were sent apology letters and the campaign was put on hold to be reviewed and 

potentially reworked for use at some point in the future. 

Legal and regulatory breaches 

Key Promise 8: Compliance with legal and industry obligations 

There were 387 self-reported breaches of the Code’s legal obligations, accounting for just over 

17% of all breaches for the year. Most breaches (79%) were reported by the largest Code 

subscribers. 

Some of the detailed breach examples provided by small-to-medium-sized institutions involved 

issues such as failing to report legal information to regulators, and accidentally sharing legal 

information with unauthorised parties. 

One Category B subscriber breached Key Promise 8 when some staff completed, but did not send, 

Threshold Transaction Reports (TTR) to AUSTRAC. The subscriber investigated the incident and 

amended the reporting processes to ensure they addressed the problem. As well as training staff 

in the reporting processes, the subscriber enhanced its monitoring of TTR lodgements across the 

organisation. It also self-reported the incident to AUSTRAC. The subscriber noted that the gap in 

the reporting process was identified due to the ability of its reporting validation process to provide 

real-time information about the issue. The subscriber is now moving towards a more de-centralised 

compliance model whereby branches are more responsible for the validation of reporting and data. 

A breach of Key Promise 8 occurred at a Category B institution following its submission of a 

suspicious matter report (SMR) to AUSTRAC about the management of a customer’s account by 

their Power of Attorney. The subscriber submitted a request to the NSW Civil and Administrative 

Tribunal (NCAT) to review the Power of Attorney, disclosing that the SMR had been sent to 

AUSTRAC and sending the submission to all involved parties. The subscriber subsequently 

reviewed and amended its processes, with staff given appropriate training. 

A Category C subscriber reported 10 breaches of the Code’s legal obligations when customers’ 

credit card numbers were disclosed in documents attached to loan files. The breaches were 

identified in a hindsight review. The subscriber subsequently implemented redaction software, as 

well as appointing a new customer experience and broker manager to actively engage with the 

broker network and provide feedback and training. 
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Privacy and security breaches 

Section D23: Information privacy and security 

There were 759 self-reported breaches of the Code’s information privacy and security provisions, 

making Section D23 the most breached Code provision in 2020–21. One in every three breaches 

related to privacy and security, with subscribers from the two largest size categories accounting for 

almost 84% of the total. 

Mistakes by staff appeared to contribute to several of the Section D23 breaches. At one Category 

A institution, a breach occurred when a branch employee inadvertently sent a customer’s 

completed home loan application form to another customer, instead of sending a blank application 

form. The customer who received the form in error deleted it and notified the branch. The 

subscriber apologised to both customers, encouraging them to monitor their accounts and notify 

the institution of any suspicious activity, and offered them a free 12-month subscription to Equifax 

Premium. The employee attended a ‘consequence management’ meeting with their manager, and 

all staff were required to complete a refresher privacy training module. 

A Category B subscriber reported a privacy breach that resulted from a staff member accidentally 

forwarding an email intended for one customer to another customer with the same first name. The 

email contained privacy details of the intended recipient, including their name and membership 

number. The error was picked up immediately by the staff member, who requested that the 

unintended recipient disregard the email. 

An error by a contact centre employee at a Category A institution caused a privacy breach that had 

more severe consequences for the impacted customer. The employee failed to notice that a caller 

provided an incorrect middle name for the account owner and subsequently disclosed account 

information, enabling the caller to reset the account owner’s internet banking password. Funds 

were fraudulently transferred from the account, and the breach only came to light when the 

account owner contacted the institution to query the transaction. 

The subscriber remediated the customer the full amount of the stolen funds and reported the 

breach to the OAIC as a Notifiable Data Breach. Security measures were implemented to prevent 

further unauthorised access and an audit was undertaken on the internal processes for dealing 

with requests over the phone, including identification processes. Longer-term remedial action 

included providing the contact centre employee with coaching and performance management and 

discussing the issue more broadly with staff throughout the institution. 

Disclosure, information and communication breaches 

Key Promise 3: We will give you clear information about our products and services 

Section D2: Information about our products 

Under Key Promise 3, subscribers undertake to give customers clear information about their 

products and services. This is outlined more specifically in Section D2, which states that 

subscribers will make information about their products and services readily available to anyone 

who wants it. Together, breaches of these Code provisions accounted for 6.5% of all self-reported 

breaches in 2020–21.21 

                                                
21 See Appendix D, Table 12. 
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In many of the breach examples provided by subscribers, human error and/or a failure by staff to 

follow the correct procedures was the root cause. 

One Category A subscriber described a breach that occurred when a staff member sold travel 

insurance to a customer without fully explaining the coverage and exemptions. The customer 

suffered a series of heart attacks whilst on a cruise and required helicopter transport to an onshore 

hospital. The customer’s insurance claim of almost $30,000 was denied by the insurer, as the 

policy did not cover medical and evacuation expenses within Australia, which the customer had not 

been advised by the staff member at the time of purchase. 

The customer lodged a complaint with AFCA, which determined that the subscriber pay 

compensation to the customer. The subscriber provided coaching to the staff member involved and 

reviewed its insurance sales training to ensure that it covers the issues involved in the breach. 

Additionally, managers were provided with AFCA’s feedback to use as a tool for staff training and 

learning purposes. 

Nine separate disclosure/information breaches occurred at one Category B institution after 

inexperienced staff failed to provide customers with product disclosure documents. The breaches 

were identified during staff reviews and the subscriber immediately rectified the issue by emailing 

or posting the required disclosure documents to the affected customers. Staff involved in the 

breaches were provided with training appropriate for their level of experience, and feedback from 

training sessions was relayed to senior management as a way of highlighting any significant 

issues. 

A Category C subscriber discovered that a staff member had been providing a customer with 

personal advice about a transaction account. While there was no financial impact to the customer, 

the incident was found to be a breach of the information requirements of the Code as well as the 

subscriber’s own policy. In addition to completing Tier 2 training, the staff member received 

guidance and advice from the subscriber’s Chief Experience Officer. 

Failure to update the content on its website resulted in one Category A subscriber breaching the 

Code’s information provisions. Whilst undertaking some data analysis, the subscriber’s business 

optimisation team discovered that the website had not been updated to reflect a change in the age 

criteria for two children’s accounts, despite the information having been updated in a brochure. 

The information on the website was corrected and within one month the subscriber had developed 

a new checklist to trigger the requirement for updating the website whenever there is a change to a 

product. 

Section D3: Information on interest rates, fees and charges 

Section D3 of the Code requires subscribers to disclose up-to-date information about their interest 

rates, fees and charges in a clear and concise manner. Breaches of this Code obligation can lead 

to significant financial impacts for customers. 

Indeed, despite accounting for just 4% of all Code breaches in 2020–21, Section D3 breaches 

resulted in the fourth-highest total financial impact at just under $265,000.22 More than three-

quarters of the Section D3 breaches were self-reported by subscribers from Category AA (48%) 

Category B (30%). 

One Category AA subscriber described a breach that occurred because 3,000 customers were 

incorrectly charged transaction account fees, despite being eligible for a fee waiver. The breach 

                                                
22 See Appendix F, Table 20. 
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was discovered via an internal department review and the subscriber refunded almost $200,000 in 

fees to the affected customers. Over the longer term, the subscriber continued to investigate 

whether any other customers were impacted and upgraded to a new CRM system that will ensure 

all fee structures are appropriately applied to customer accounts. 

A breach that was self-reported by a Category B subscriber occurred when bonus interest on an 

interest-bearing account was incorrectly calculated and credited, resulting in 123 customers being 

underpaid interest. Upon investigation, the subscriber discovered that the bonus interest offer did 

not match the advertised rate, as it had not been properly set up in the system. The root cause was 

found to be insufficient handover from one staff member to another following a merger, resulting in 

the newly assigned staff member failing to understand how the account operated. The affected 

customers had their interest recalculated, with the subscriber crediting them just over $1,550, while 

longer-term remediation involved rolling out training to staff on how to set up the bonus interest 

account. 

Another Category B subscriber also self-reported a breach involving unpaid interest. The breach 

came to light after a customer notified the institution that interest had not been paid on Christmas 

Club accounts in November 2020 and, upon investigating, the subscriber found that its IT 

department had incorrectly completed its end-of-month run sheet, which resulted in the 

subscriber’s third-party service provider failing to release the interest on the advised date. The 

breach affected 5,855 customers, who were remediated just under $3,000 in interest payments. 

The subscriber’s long-term remedial action was to review and amend the process, including 

requiring the IT department to conduct a secondary review of its end-of-month run sheet. 

Section D17: Notification of account changes 

There were eight self-reported breaches of the Code’s obligations around notifying customers 

about any changes to their account. Only Category B and Category D subscribers did not report a 

breach of Section D17, while subscribers from Category AA and Category E were responsible for 

six breaches between them. 

The one Category C subscriber to self-report a breach of this section explained that non-

compliance occurred when the interest tiers for a retirement account changed but the PDS was not 

updated accordingly. The breach affected just over 4,000 customers, although no one was 

impacted financially. The subscriber notified all account holders of the tier changes and updated 

the PDS, as well as undertaking a process review and implementing a cross-reference check. 

Communication breaches 

Section D15: Timely, clear and effective communication 

Breaches of the Code provision on how subscribers should communicate with customers totalled 

75 in 2020–21. This is a considerable increase on the 11 breaches of Section D15 that were self-

reported the previous year. 

Staff providing customers with unclear or incorrect advice was shown to be the root cause of many 

of the detailed breach examples provided by subscribers. In one case, a customer of a Category C 

institution wanted to cancel a CCI policy held jointly with their estranged partner. The customer 

was incorrectly advised by the branch that the signatures of both policy holders were required to 

opt out of the policy, and the branch manager also breached the identity of the estranged partner, 

who did not wish to cancel the policy. The customer submitted a formal letter of complaint to the 

legal and compliance department and the insurer’s relationship manager contacted both policy 
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holders to advise them of their rights. In addition to providing the customer with a CCI rebate of 

$1,775.57 and removing them from the policy, the subscriber ensured that the staff involved in the 

breach received appropriate training. 

Section D16: Account statements and balances 

There were 22 breaches concerning statement of accounts, spread evenly between subscribers in 

the four largest size categories. Breach examples provided by subscribers included one by a 

Category A subscriber, which reported that system constraints had prevented it from applying 

nomination forms for all borrowers of an account to nominate only one applicant to receive 

correspondence, including statements. A system error occurred when the second applicant 

requested to solely receive the correspondence. The subscriber applied a data patch application to 

remediate 8,545 joint mortgage accounts and removed the nomination forms from documentation 

packs to prevent similar breaches happening in the future. 

A Category B subscriber reported a breach that occurred when a third-party service provider 

neglected to run combined statements at the scheduled time, resulting in almost 10,000 customers 

failing to receive their biannual statement. The subscriber ensured the third party conducted a 

secondary review of the statement run, with the run sheet reviewed by the subscriber’s IT 

department. 

Responsible lending breaches 

Key Promise 4: We will be responsible lenders 

Section D6: Responsible lending practices 

Failure to comply with the Code’s obligations to act as a responsible lender and comply with 

responsible lending laws resulted in a total of 164 breaches: 22 breaches of Key Promise 4 and 

142 breaches of Section D6. This amounts to 7.3% of the total number of breaches in 2020–21. On 

its own, Section D6 was the fourth-most breached Code provision for the year, with almost one-

third of all Code subscribers self-reporting a breach. Most (68%) were reported by Category A 

subscribers, including one institution which, on its own, accounted for 45% of all Section D6 

breaches. 

One Category C subscriber reported five breaches of Key Promise 4 which were due to numerous 

staff errors, including failing to collect signatures on contracts, failing to load cash security on 

contracts, charging the incorrect amount of broker commission and charging the incorrect amount 

for Lender’s Mortgage Insurance. Long-term remedial action included implementing changes to 

policy and procedure. 

Another Category C subscriber described a breach of Section D6 whereby a staff member’s 

calculations for surplus funds were incorrect due to a reduction in the sale price of the customer’s 

home. The staff member did not factor in two other sale expenses and misquoted the surplus funds 

by around $15,000. Having already purchased furniture and paid a deposit for home 

improvements, the customer advised the subscriber that if they been made aware of the potential 

shortfall, they may have adjusted their new home offer or considered borrowing additional funds. 

The matter was resolved when the customer agreed to increase their loan by $10,000 and the 

subscriber undertook not to charge lending application fees. Longer term remedial action involved 

the subscriber reviewing its lending processes and procedures, including mandating that lending 

calculations are documented and shared with customers.  
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Advertising, terms and conditions breaches 

Section D1: Advertising 

There were 21 self-reported breaches of the Code’s advertising standards in 2020–21. All were 

reported by institutions from the three largest subscriber size categories, with nine breaches 

reported amongst Category AA subscribers, eight amongst Category A subscribers and four 

amongst Category B subscribers. None of the self-reported breaches had a financial impact on 

customers. 

One of the Category A subscribers reported that more than 3,200 people visited a website that 

incorrectly displayed an interest rate as being ‘from 2%’, when it should have read ‘from 1%’. A 

staff member noticed the error. The site was corrected, with processes reviewed and amended. 

Compliance staff are now also required to check the website when changes to products such as 

rates or fees occur.  

One other category A subscriber reported that due to a manual error marketing material was sent 

to 1,167 customers including products that were no longer available or awards that were not 

current. The error was noticed internally, and the marketing material was corrected. No customer 

was inadvertently affected. 

Section D4: Fair terms and conditions 

The Code’s obligation to provide customers with conditions that are clear, unambiguous and not 

misleading was breached a total of 14 times. Subscribers from Category A self-reported 10 of 

these breaches, including one subscriber that provided details about a breach that occurred when 

staff failed to include a complete disclosure document to a customer who purchased consumer 

protection insurance. 

The customer lodged a complaint. When the subscriber investigated the incident, it was discovered 

that staff also failed to follow the appropriate record-keeping processes to demonstrate they had 

provided the customer with full disclosure. The complaint was settled with an ex-gratia payment of 

just under $7,800 to the customer. 

Another breach, reported by a Category B subscriber, occurred when customers were provided 

with the wrong T&Cs relating to a personal loan. The T&Cs document had been amended in Word, 

causing several referencing errors throughout which were not picked up prior to the document 

being sent to customers. A customer notified the subscriber, and a review was conducted. As a 

result, changes were made to the T&Cs document, which is now provided as a PDF to ensure that 

changes cannot be made, and all 1,300 affected customers received an apology and a correction 

notice.  
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Complaints data 

In 2020–21, Code subscribers self-reported 29,650 complaints – an increase of almost 10% on the 

previous year’s 27,041 complaints. Just 2% of all complaints also identified a Code breach.     

100% of subscribers in size categories AA to D self-reported at least one complaint for the year. 

Only four subscribers – all in Category E – self-reported nil complaints. 

The rise in complaint numbers 

Based on subscribers’ feedback during the ACS Verification Program, the rise in overall self-

reported complaint numbers appears to be down to several factors. 

The implementation of changes to complaints handling systems and processes to meet ASIC’s 

Regulatory Guide 271 Internal Dispute Resolution23 (RG271) led to many subscribers reporting 

more complaints than the previous year, and this is covered in more detail on page 25. 

Other reasons cited by subscribers included the embedding of a ‘top down’ positive complaints 

culture, where staff are encouraged to record and learn from complaints. One Category AA 

subscriber reported that its work to uplift staff awareness of the benefits of recording customer 

complaints, which are then discussed and analysed alongside breach data by the risk committee, 

has seen complaints grow over the last two years. 

Another Category AA subscriber attributed an increase in self-reported complaints to post-merger 

combined company data, a core banking system integration and the launch of new internet and 

mobile banking applications. While the integration and upgrades were well executed, the 

subscriber believes that the rise in complaint numbers was the result of customers getting used to 

new functionality rather than any breach of a Code obligation. 

Issues associated with COVID-19 were also mentioned as a potential cause of more complaints. 

One Category C subscriber commented that the majority of complaints lodged by its customers 

related to a spike in unauthorised transactions on Visa debit cards during the pandemic. Many 

complaints also related to payment systems, non-cash and direct transfers due to customers not 

being able to come into the branch and process transactions in person. 

Some subscribers also raised concerns about the process for capturing complaints that involve 

multiple issues, with one Category B subscriber suggesting that the industry might be overstating 

complaints data because of a misunderstanding in how to interpret and report these complaints. 

 

Recommendations 

➢ Be clear on and follow the guidance regarding what constitutes a ‘complaint’ and ensure this is 

addressed in training to staff. 

➢ Track and draw insights from complaints data regularly, question the numbers and consider 

the current risk environment. 

➢ Have regular and thorough audit and assurance activity. 

                                                
23 See https://asic.gov.au/media/3v2oejls/rg271-published-30-july-2020-20210608.pdf.  

https://asic.gov.au/media/3v2oejls/rg271-published-30-july-2020-20210608.pdf
https://asic.gov.au/media/3v2oejls/rg271-published-30-july-2020-20210608.pdf
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Reporting of nil complaints 

The handful of Code subscribers that reported nil (or very few) complaints were asked to clarify 

why this was the case. Some attributed the lack of complaints to the size of their organisation – 

being mostly Category E subscribers, they believe their smaller size enables them to provide a 

high standard of customer service, as well as cultivate good relationships with their customers and 

the local community. One Category E subscriber, an industry credit union, explained that nil 

complaints was reflective of its membership base – members did not generally lodge complaints – 

while a Category C subscriber that self-reported a small number of complaints said it has a close 

relationship with its 3,000 members and is therefore able to provide them with high service levels. 

In the case of one Category E subscriber, nil self-reported complaints in 2020–21 may be due to a 

lack of oversight of the complaints reporting process. The subscriber explained that, until October 

2021, its complaints register had been managed by a single staff member, with the register 

reviewed annually and a complaints report created and shared with the subscriber’s risk 

management committee. The subscriber has since implemented a new and improved system of 

reporting complaints to the risk management committee and anticipates an increase in self-

reported complaints in the next ACS as a result. 

Even those Code subscribers that receive a small number of customer complaints should have a 

stringent reporting process in place to capture and report all complaints. An example of good-

practice complaints reporting was provided by one Category E subscriber. At this institution, staff 

immediately report complaints in a complaint register that is reviewed periodically. The chief risk 

and compliance manager also performs an attestation with every branch, which includes all 

processing errors being uploaded into a centralised repository and branch supervisors providing a 

review. Any fraud issues are escalated, reviewed, reported on and followed up. 

 

Recommendations 

➢ Encourage a transparent feedback loop from senior management to compliance teams to 

frontline staff. This will help improve your overall compliance culture. 

➢ Have regular and thorough audit and assurance activity, including internal/external audits, 

random spot checks, quality assurance reviews or oversight by management through risk 

forums and committees. 

➢ Ensure all staff complete training to assist in increasing awareness and understanding of 

complaints. This will help support a culture of self-identification. 

➢ Review reporting processes frequently and regularly, particularly where there is a consistent 

pattern of nil complaints reported, as this itself indicates that the process may not be 

appropriately capturing data. 

➢ Review and utilise the Committee’s annual benchmarking report and share insights with wider 

teams and senior management.  

➢ Be resourceful and use data and your internal network as an intelligence source. 
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Top products involved in complaints 

Deposit-taking products24 attracted the greatest number of complaints, accounting for 40% of all 

complaints in 2020–21.25 This is similar to 2019–20, when these products accounted for 39% of all 

complaints. Of the 11,910 complaints about deposit-taking products, 66% were self-reported by 

three Category AA subscribers. Half of all Code subscribers self-reported 10 or more complaints 

each concerning these products. 

Complaints relating to payment systems made up 25% of all self-reported complaints, down from 

27% the previous year. Of the 7,340 complaints relating to payment systems, just over a third were 

self-reported by one Category AA subscriber, while a quarter were self-reported by one Category A 

subscriber. Another eight subscribers self-reported more than 100 payment-systems-related 

complaints each. 

As occurred in 2019–20, credit products were at the centre of 17% of all complaints. Just under 

half (40%) of the 5,153 complaints about these products were self-reported by a single Category A 

subscriber, while another six subscribers self-reported more than 100 complaints each about credit 

products. 

Complaints reported under the ‘other’ product category accounted for almost 16% of all complaints 

for the year, up from 14% in 2019–20. Rather than being about a specific product, these 

complaints largely related to general service issues, including opening hours, branch closures, 

COVID guidelines, privacy issues and miscommunication by staff. 

Top issues involved in complaints 

Issues relating to service have attracted the highest number of customer complaints every year 

since 2016–17, and this year was no different.26 There were 10,411 service-related complaints, 

accounting for 35% of the total – an increase of 7% from the previous year. Between them, four of 

the largest subscribers self-reported more than 1,000 customer complaints each about poor 

service levels, accounting for three-quarters of the total. Another seven subscribers self-reported 

more than 100 service-related complaints each. 

There were 5,375 complaints relating to transactions, accounting for 18% of the total. This is 4% 

more than the previous year, elevating transaction-related complaints to the second most 

complained about issue. One-third of all complaints about transactions were self-reported by a 

single Category A subscriber. 

Other top issues at the centre of customer complaints were: 

● decisions by the Code subscriber (15.5%, up from 13% in 2019–20) 

● charges (13%, down from 16% in 2019–20) 

● ‘other’ non-specific service issues (5%, down from 8% in 2019–20) 

● instructions (4%, down from 6% in 2019–20) 

● disclosure (3.5%, down from 6% in 2019–20). 

                                                
24 The 2021 ACS was adjusted so that the definition of each product/service category reflected ASIC’s 
Internal dispute resolution: Updated draft data dictionary (Tables 4 to 12). Direct comparison to the 
2019–20 ACS data relating to products involved in complaints may therefore not always be feasible. 
25 See Appendix G, Table 21 and Appendix H, Table 23. 
26 See Appendix G, Table 21 and Appendix H, Table 24. 

https://download.asic.gov.au/media/5895243/attachment-2-to-20-327mr-published-16-december-2020.pdf
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Top outcomes involved in complaints 

One-third (32.5%) of all self-reported complaints were resolved in favour of the customer – a slight 

increase on the previous year’s 30%.27 Complaints resolved in favour of the subscriber accounted 

for 11% of the total number of complaints, falling marginally from 12% in 2019–20, while 

complaints resolved by mutual agreement made up 31% of all complaints (the same as the 

previous year).  

Subscribers reported that they were able to resolve just over 18% of all complaints by issuing an 

apology, explanation and/or acknowledgement of the complaint. Only 1.5% of all complaints were 

escalated to AFCA for external dispute resolution (EDR). Of these, 0.4% were found in favour of 

the customer, 0.4% were found in favour of the subscriber, and 0.7% were resolved by mutual 

agreement. 

Complaint resolution timeframes and preparing for RG271 

Consistent with the last five years of complaints data, subscribers were able to resolve the 

overwhelming majority (88.5%) of complaints within 21 days.28 There was a slight increase in the 

proportion of complaints resolved between 21 and 45 days (7%, up from 6% last year), while the 

proportion of complaints that took more than 45 days to resolve remained the same as last year 

(2%). 

As part of the ACS Verification Program, subscribers were asked about their preparedness for the 

new internal dispute resolution (IDR) timeframes set out in RG271, which came into effect on 5 

October 2021. RG271 sets new standards and requirements for complaints handling across the 

financial services sector, including the requirement to resolve standard complaints within 30 

calendar days instead of 45 calendar days. 

Pleasingly, most subscribers had already implemented RG271 into their complaints handling 

systems and processes. Many said they had allocated additional resourcing to ensure they met the 

requirements of RG271, as well as rolling out staff training and seeking guidance from industry and 

regulators.  

One Category A subscriber said its RG271 preparations, which commenced in July 2020, had 

gone well despite the challenges of staff working remotely during the COVID-19 pandemic. 

Additional resourcing enabled the subscriber to hire full-time dispute resolution specialists to 

address the requirements of the regulatory update, and a new complaints management system 

was implemented, with training provided to all frontline staff. 

The subscriber also focused on ensuring its customer communications are more inclusive. For 

example, its IDR/EDR brochure was made more accessible to customers from culturally and 

linguistically diverse backgrounds by including a list of the different languages spoken by staff, and 

its website was updated to make it more inclusive and accessible, particularly to customers with 

learning disabilities. 

Another Category A subscriber spoke of investing heavily to ensure it meets the RG271 regulatory 

and Code requirements. This includes establishing a specialised committee that reviews 

complaints and acts where there are systemic issues in response to the update to RG271, as well 

as focusing on educating staff to interpret and address expressions of customer dissatisfaction, 

                                                
27 See Appendix G, Table 21 and Appendix H, Table 25. 
28 See Appendix G, Table 21 and Appendix H, Table 26. 
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and to understand the importance of capturing complaints data. The subscriber has since noticed 

an increase in complaint numbers as a result of enhancing its reporting capability and improving 

staff awareness of the complaints process. 

A Category B subscriber also believes its complaint numbers will rise following the implementation 

of changes to prepare for RG271 but sees this as a good sign. The subscriber had not previously 

recorded most complaints resolved within five days but has now changed its approach, focusing on 

embedding a positive compliance culture by encouraging staff to report all incidents and 

complaints. This is supported by providing staff with training and tools to help improve the internal 

process. 

One Category A subscriber had a different perspective, saying that its complaint numbers have 

dropped since the previous year. This subscriber believes that COVID-19 has changed the way 

customers interact with the institution, with fewer people coming into branches to lodge complaints. 

Other subscribers said they engaged external consultants to train staff in RG271 requirements, or 

utilised training events and resources provided by regulators. In addition to highlighting the 

regulatory changes at a staff conference, one Category B subscriber ran a Governance Risk 

Compliance Institute (GRCI) training module on RG271 for its employees, in an effort to make the 

transition as smooth and simple as possible. A Category AA subscriber said it consulted COBA on 

the regulatory updates and attended an AFCA members’ forum where ASIC representatives 

provided guidance on RG271. 

Positively, some subscribers said that reviewing their reporting processes in preparation for RG271 

had not only enabled them to report complaints and breaches more accurately; it had also provided 

an opportunity to better align complaints and breaches with the Code. 

Other subscribers raised concerns about some aspects of RG271, particularly in relation to 

defining and determining a complaint. These concerns were flagged by subscribers of varying 

sizes and included: 

● how to capture complaints where there is one incident with multiple issues 

● how to determine that a complaint is legitimate and whether or not it should be recorded 

● how to manage the expected increase in complaint numbers following RG271. 

Pointing to the impact of other recent changes such as RG78, the Design and Distribution 

Obligations (DDO) regime and breach reporting, a Category B subscriber expressed concern that 

RG271 was adding to the increasingly fluid and complex regulatory environment in which customer 

owned banks are required to operate. 

Recommendations 

➢ Use all the resources and guidance available through regulators and external training 

programs to assist with understanding obligations in relation to identifying complaints as any 

expression of dissatisfaction and ensuring these are appropriately recorded. 

➢ When reviewing the outcome of a complaint, particularly where a complaint is being resolved 

in favour of the customer, include an assessment if this matter might also be an indicator of a 

potential Code breach. 
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Training 

Subscribers were asked to describe the type of education and training they provided to their staff 

during the year to enhance awareness of their breach and complaints reporting obligations.  

Unsurprisingly, the focus of most subscribers’ training programs was on preparing for the new 

RG271 requirements. Other, more general complaints training was also provided by some 

subscribers, including a Category C subscriber that retrained all staff in complaints handling 

procedures as part of a branch audit.  

According to the subscriber, this led to an improvement in staff being able to identify complaints, 

which in turn led to more complaints being reported. The subscriber was able to use the additional 

complaints data to tweak its procedures, thereby eliminating issues and enhancing the customer 

experience. 

Acknowledging that COVID-19 has changed the nature of staff training, with employees unable to 

engage in face-to-face learning sessions, one Category E subscriber opted to use real-life, de-

identified customer complaints as a training tool. Viewed as a learning opportunity, complaints are 

discussed with staff, policy and procedure are adjusted where necessary, and additional training is 

provided to teams or individuals if required. 

In response to the increasing prevalence of scams and other fraudulent activity, several 

subscribers have prioritised training in fraud and scam awareness, both for staff and customers. 

One Category AA subscriber published detailed information on its website about how to avoid 

common banking scams, and also includes information sheets on scams and fraud with customer 

account statements. This is complemented by a new internal policy and ancillary training to help 

staff prevent and manage scams. 

A Category B subscriber provides weekly fraud-vulnerability training and discussion for its frontline 

staff, focusing on ongoing fraud activity in the region. Staff in turn provide customers with regular 

information about how to prevent fraud, and the subscriber’s dedicated fraud team holds regular 

forums with business customers and police on topical issues.  

In addition to providing staff with fraud training via COBA, one Category C subscriber reported that 

it also mandates annual financial crime and anti-money laundering training for staff (which also 

occurs when staff are inducted). All training is recorded and formally approved within the internal 

compliance system. 

In some cases, subscribers said their staff training was determined by high numbers of breaches of 

a particular Code obligation.  

For one Category C subscriber, an increase in privacy-related breaches prompted a series of 

workshops to educate staff about their obligations under the Privacy Act and spurred the 

subscriber to review its privacy policy and its privacy notification process. The subscriber has since 

noted a significant improvement in how staff handle customer information, leading to fewer privacy 

breaches. 

Some subscribers provided details of the specific tools they employ for compliance training. One 

Category D subscriber spoke of the criticality of using the SALT compliance learning management 

system, purchased through GRC Solutions, with all modules and updates distributed to staff via 

email. For complaints training, the subscriber has designed an internal program with practical 

exercises targeted at complaints and DDO.  
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It was also noted that there has been a significant cultural shift within the institution following a 

leadership change, and this has enabled a positive learning environment, better staff engagement 

and increased productivity. 

Recommendations 

➢ Recognise that the ways in which we train staff and the ways in which staff learn has changed 

due to COVID-19. 

➢ Be innovative and flexible with training approaches. 

➢ Use breach and complaints data to assist with proactively identifying ‘hot-spots’ or areas of 

concern where more targeted and regular training can be provided. 
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Examples of good industry practice 

Code subscribers provided many examples of good practice as part of the ACS Verification 

Program. This chapter includes a selection from which all subscribers can draw guidance and 

inspiration.  

Assisting customers experiencing vulnerability or financial hardship 

In early 2021, a Category AA subscriber investigated what additional resources its customer-facing 

employees needed to support customers experiencing vulnerability, particularly those who are 

elderly, disabled and/or experiencing domestic and family violence (DFV). Noting that DFV had 

increased during the pandemic due to lockdowns and additional financial pressures, the subscriber 

rolled out a communications plan and resources to all customer-facing employees in May 2021, to 

coincide with Domestic Violence Prevention Month. These resources included: 

● an updated and improved financial abuse procedure 

● intranet resources on what to do when a customer is suspected of experiencing DFV, as 

well as actions that must be taken if a customer discloses that they are or have been a 

victim of DFV 

● a specific training module for customer-facing employees on how to apply the financial 

abuse procedure and when to refer to the intranet resources 

● an opportunity for employees to provide feedback on the new/improved materials and raise 

any concerns or suggestions for additional resources. 

According to the subscriber, the new resources have been well received, with employees reporting 

that they often refer to them when assisting customers who are or may be experiencing DFV. 

Going forward, the subscriber plans to develop and deliver training to frontline employees on 

vulnerability more broadly, as well as focusing specifically on customers with age-related 

impairments and elder abuse. 

A regional Category D institution rolled out a training program to all staff on how to identify and 

assist vulnerable customers. Sessions focused on a range of different issues that could potentially 

lead to a customer experiencing vulnerability, including drought, mouse plagues, COVID 

restrictions, general financial pressures, family violence and elder abuse. The subscriber 

commented that family violence and elder abuse have increasingly become areas of concern, 

given that many of its customers are in this age group and there has historically been resistance to 

accepting help. Vulnerability training has therefore explored the link between cognitive decline (for 

example, Alzheimer’s and dementia) and elder abuse, with a strong focus on helping customers to 

access referral services. 

One Category A subscriber has actively improved its processes for assisting customers who may 

be experiencing financial hardship during the COVID-19 pandemic. This has included restructuring 

its credit control team to include a dedicated hardship specialist, enabling the subscriber to better 

identify and assist customers who may be experiencing financial difficulty. The subscriber has also 

implemented a process that enables customers to apply for financial assistance online, negating 

the need for customers to discuss their situation in person or on the phone, which some customers 

might find difficult or embarrassing. 
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Protecting customers from financial crime 

In order to make the authentication process easier and quicker for customers while tightening 

security controls to protect their data and accounts, one Category AA subscriber added SMS to its 

multi-factor authentication control. The service operator texts the customer a one-off code, which 

the customer verbally repeats back to the service operator. Customers have provided positive 

feedback about the new security process, saying it has enhanced their overall experience. Staff 

also report that it has enabled clearer customer identification. 

A Category C subscriber has focused closely on preventing financial crime after the leadership 

team expressed concern that it was becoming an area of high-risk for the institution. The 

subscriber subsequently updated its anti-money laundering/counter-terrorism financing (AML/CTF) 

account opening guidelines to include step-by-step instructions on the requirements for opening a 

new account, including identification documents and AML/CTF information. The subscriber also 

implemented quarterly account opening audits, as well as a second-day checklist procedure for all 

newly opened accounts, whereby the branch manager checks to ensure the account has been 

opened correctly. Daily audits of any transaction of $10,000 or more are conducted by the 

subscriber’s internal audit and compliance specialist, and staff have undertaken AML/CTF 

refresher training, supported by AML/CTF Rules Amendment Instrument 2021 (No 1). 

One Category A subscriber has introduced identification technology from OCR Labs that enables 

customers to digitally verify their ID without needing to visit a branch or have a Justice of the Peace 

certify their identity. This has made the process for opening accounts and applying for loans 

simpler, quicker and safer, both for customers and staff. The roll-out was enhanced by staff training 

and underpinned by a suite of communications to ensure staff were advising customers about the 

new technology and its application. 

Helping customers during the COVID-19 pandemic 

In response to the pandemic, one Category A subscriber looked to improve its processes by 

introducing several measures to support customers. This included: 

● establishing a team of staff from various business units to respond to the increased number 

of customer enquiries 

● implementing flexible hardship arrangements (including placing a hold on repossession 

activity) 

● conducting regular check-ins with customers 

● extending contact centre opening hours 

● introducing electronic document signing, and  

● introducing different channels to allow staff to conduct interviews with customers remotely. 

The wellbeing of customers throughout the pandemic has become a key priority for one Category 

B subscriber. During the COVID lockdowns, the subscriber directed its outbound contact centre 

staff to call thousands of customers to ensure their banking needs were being met and to 

understand their personal circumstances in relation to social isolation. This was met with positive 

feedback from customers, particularly those without strong family or social connections. 

Recognising that the lockdowns were not just affecting customers’ financial wellbeing but also their 

social, emotional and mental wellbeing, the subscriber provided some customers with fresh food 

deliveries and hand sanitiser sourced from a local distillery. 
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Using the Code to improve compliance and customer service 

Acknowledging that the KPIs it was using to measure the performance of its branch network were 

out of date and not sufficiently customer focused, one Category C subscriber restructured the 

measures to align them to the Code of Practice. A new system was subsequently created to 

measure performance against community engagement and Code compliance. Staff performance is 

now measured against, for example, whether the correct procedure was followed and what types 

of customer complaints and feedback were received. This has enabled complaints data to be used 

to identify any potential areas of concern, and branches are given an overall score that reflects 

how they treat their customers. 

Improving customer information about fees and charges 

A Category B subscriber introduced an automated monitoring 

process to ensure fees are not charged to an account when a 

monthly deposit threshold is reached. This was initiated 

through transaction monitoring and through a customer 

querying why they were not advised that fees would be 

charged on certain accounts. As part of the new process, an IT 

manager runs a monthly report to ensure that any issues are 

promptly identified. The IT manager has also created a 

program to review the accounts. The subscriber also made a 

business decision to automatically turn off fees for certain 

accounts – a process that was previously undertaken manually. 

Automating processes to better manage deceased estates 

After reviewing its management of deceased estates, one 

Category A subscriber implemented several improvements to 

help staff execute the process more efficiently and alleviate some of the stress experienced by the 

next of kin. Previously, the subscriber’s deceased estates team had been collecting limited pieces 

of information, requiring them to go back to the branch for follow-up. There were checklists, but 

they were not always clear. In an effort to address the problem, the business optimisation team 

created a ‘think tank’ of representatives from the deceased estates team and the branch network. 

Together, they devised a series of steps to automate the process, including the entering of 

automated forms into the system and the allocation of responsibilities to particular roles. Now, 

when a deceased customer’s next of kin comes into a branch, the forms are auto-populated and 

staff have instant guidance on the steps required to complete the process. 

  

Sharing best practice is 

good for the industry 

Examples of good practice, 

innovation and business 

improvement are an indicator 

of industry progress. They 

should be documented and 

shared as part of the ACS 

Program to enable all Code-

subscribing customer owned 

banking institutions to learn 

and grow.  
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Conclusion 

The ACS Verification Program is an essential component of the Committee’s monitoring activities. 

It allows us to validate and interpret the data we receive from Code-subscribing institutions, and to 

have meaningful discussions about what they are doing well and areas for improvement. 

Importantly, the Program also provides us – and subscribers – with insight into where the industry 

sits in terms of breach reporting, Code compliance and best practice.  

Overall, subscribers have demonstrated a positive approach to their compliance monitoring and 

breach data reporting for 2020–21. Better reporting processes and breach categorisation have led 

to higher-quality, more transparent breach and complaints data, which will enable subscribers to 

learn, improve and better serve their customers. 

Some institutions need to examine their monitoring and reporting culture and processes to ensure 

they are identifying and capturing all Code breaches. Others should closely review how they 

interpret specific Code obligations to ensure they match the Committee’s expectations. The data 

and information contained in this report is intended to provide insights into emerging issues on risk 

and compliance, along with recommendations from the Committee and examples of better practice 

from some of the institutions that participated in the 2020–21 ACS Verification Program.  

We expect all Code-subscribing customer owned banking institutions to consider implementing the 

recommendations and examples in their organisation. 
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Appendix A: About the Code 

The Code sets standards of good industry practice for the 57 Code subscribers29 that have agreed 

to comply with its provisions when dealing with current and prospective individual and small 

business customers. By subscribing to the Code, customer owned banking Code subscribers have 

voluntarily committed to uphold good industry practice, promote informed decision-making about 

their services, and act fairly and reasonably in delivering those services.  

The Code is owned and published by COBA – the industry advocate for Australia’s customer 

owned banking sector – and forms an important part of the broader national consumer protection 

framework and financial services regulatory system.  

The Code was revised on 1 July 2016 to accommodate changes made by ASIC to Regulatory 

Guide 221 Facilitating digital financial services disclosures and the e-Payments Code. A further 

update was published, effective 1 January 2018. 

The review of the Code is currently being finalised, with a new Code scheduled to become 

effective 1 November 2022. 

Key promises 

The Code sets out 10 key promises: general principles or values that apply to Code subscribers’ 

dealings with all customers, as well as the broader community.  

The Code consists of five parts. Part A, B, C and E provide the important framework of the Code. 

Part D includes 30 specific sections which detail how these key promises are to be delivered by 

Code subscribers. 

Table 1: The 10 key promises  

1. We will be fair and ethical in our dealings with you. 

2. We will focus on our customers. 

3. We will give you clear information about our products and services. 

4. We will be responsible lenders. 

5. We will deliver high customer service and standards. 

6. We will deal fairly with any complaints. 

7. We will recognise our customers’ rights as owners. 

8. We will comply with our legal and industry obligations. 

9. We will recognise our impact on the wider community. 

10. We will support and promote the Customer Owned Banking Code of Practice. 

 

The Committee 

The Committee is an independent compliance monitoring body established under the Code and 

the Code Compliance Committee Charter (the Charter). It comprises three members - an 

independent Chair, an Industry Representative and a Consumer Representative. The Code and 

Charter entrusts the Committee with several functions and responsibilities. 

The Committee monitors compliance with the Code, identifies systemic industry-wide issues and 

promotes good industry practice. 

 

                                                
29 Number of Code subscribers as at 30 June 2021. 

https://www.customerownedbanking.asn.au/
http://www.asic.gov.au/
http://www.asic.gov.au/regulatory-resources/find-a-document/regulatory-guides/rg-221-facilitating-digital-financial-services-disclosures/
http://www.asic.gov.au/regulatory-resources/find-a-document/regulatory-guides/rg-221-facilitating-digital-financial-services-disclosures/
https://www.customerownedbanking.asn.au/how-it-works/code-of-practice
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The Compliance Manager 

The Australian Financial Complaints Authority (AFCA) provides Code monitoring and 

administration services to the Committee and COBA, by agreement. AFCA has appointed a 

dedicated team of staff (Compliance Manager) within its office to undertake that task. 

Definitions 

For ease of reference when reading this report: 

• ‘the Code’ means the 2018 Code unless otherwise stated. 

• ‘customers’ include individuals or small businesses that are current and prospective 

customers of Code subscribers. 

• ‘Code subscribers’ means customer owned banking institutions that subscribe to the Code. 

  

For more information about the Code, the 

Committee and the Compliance Manager, 

please visit www.cobccc.org.au. 

http://www.afca.org.au/
https://www.cobccc.org.au/
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Appendix B: Code subscribers as at 30 June 2021 

A list of current Code subscribers can be found at the Committee’s website at 

https://www.cobccc.org.au/code-of-practice/code-register/. 

 

Categorisation of Code subscribers 

Since 2015-16, the size of Code subscribers is categorised based on $ amount in assets (prior to 

that, size of Code subscribers was measured by number of staff). 

Table 2: Categorisation of Code subscribers 

Category Since 2015–16 

 

Since 2018–19 

additional category 

Since 2020-21 

additional category 

Category AA 

more than $1b in assets 
more than $2b in assets30 

more than $5b in assets31 

Category A $2b to $5b in assets 

Category B $1b to $2b in assets $1b to $2b in assets 

Category C $500m to $1b in assets $500m to $1b in assets $500m to $1b in assets 

Category D $200m to $500m in assets $200m to $500m in assets $200m to $500m in assets 

Category E up to $200m in assets up to $200m in assets up to $200m in assets 

 

Table 3: Number of Code subscribers by state (head office) and size 

By $ amount in assets NSW NT Qld SA Tas Vic WA Total 
Compared 

to 2019-20 

Category AA 2 - 2 2 - 1 1 8 
15 

Category A 3 - 2 - - 2 - 7 

Category B 6 - - 2 1 2 - 11 9 

Category C 5 - 2 - - 1 - 8 8 

Category D 7 - 2 - - 2 - 11 11 

Category E 5 1 - 1 - 5 - 12 17 

Total 2020-21 28 1 8 5 1 13 1 57 60 

Compared to 2019-20 29 1 9 5 1 14 1 60  

Compared to 2018–19 31 1 9 5 1 14 1 62  

 

  

                                                
30 Prior to 2018–19 Category A was included in Category B. 
31 Prior to 2020-21 Category AA was included in Category A. 

https://www.cobccc.org.au/code-of-practice/code-register/
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Table 4: Number of branches (including head office) by size of Code subscriber 

 ACT NSW NT Qld SA Tas Vic WA Total In % 
Compared 
to 2019-20 

Category AA 10 106 5 79 41 - 30 27 298 38% 
444 

Category A 6 55 3 55 2 - 10 3 134 17% 

Category B - 59 1 3 141 8 17 2 231 29% 98 

Category C - 28 - 6 - - 10 9 53 7% 55 

Category D - 23 - 14 1 - 3 1 42 5% 58 

Category E - 12 14 - 1 - 7 1 35 4% 43 

Total 2020-21 16 283 23 157 186 8 77 43 793  698 

In % 2% 36% 3% 20% 23% 1% 10% 5%    

Compared to 
2019-20 

17 318 23 160 54 8 84 34 698  
 

Compared to 
2018–19 

18 296 15 181 55 6 39 35 699  
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Appendix C: Data trends over five years 

Data trends – all Code subscribers 

Chart 1: Trends and relationships in breach and complaints data  

Self-reported by all Code subscribers over the past decade. 

 

Chart 2: Top self-reported Code breaches over past five years 
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Chart 3: Self-reporting culture in 2020-21 

 

Table 5: Industry summary (all Code subscribers) 

 2016–17 2017–18 2018–19 2019–20 2020-21 

Number of Code subscribers 67 64 62 60 57 

Number of branches (including head 
office) 

n/a 742 699 698 793 

Total of self-reported Code breaches 1,222 2,004 2,046 2,537 2,248 

Mean of self-reported Code breaches 18.2 31.3 33.0 42.3 39.4 

% of Code subscribers self-reporting 
Code breaches 

76% 72% 85% 73% 74% 

Total of self-reported complaints 18,662 21,615 26,899 27,041 29,650 

Mean of self-reported complaints  278.5 337.7 433.9 450.7 520.2 

% of Code subscribers self-reporting 
complaints 

90% 89% 89% 95% 93% 
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Data trend – Code subscribers Category AA 

Table 6: Sector Summary (Category AA) 

 2016–17 2017–18 2018–19 2019–20 2020-21 

 Cat A&AA Cat A&AA Cat A& AA Cat A& AA Cat AA 

Number of Code subscribers 17 21 12 15 8 

Number of branches (including head 
office) 

n/a 504 385 444 298 

Total of self-reported Code breaches 902 1,751 1,470 1,975 1,197 

Mean of self-reported Code breaches 53.1 83.4 122.5 131.7 149.6 

% of Code subscribers self-reporting 
Code breaches 

94% 95% 100% 93% 100% 

Total of self-reported complaints 16,587 19,829 21,131 23,445 21,967 

Mean of self-reported complaints  975.7 944.2 1,760.9 1,563.0 2,745.9 

% of Code subscribers self-reporting 
complaints 

100% 95% 92% 100% 100% 

 

Chart 4: Top (>1%) categories of self-reported breaches by Category AA in 2020-21 
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Data trend – Code subscribers Category A 

Table 7: Sector summary (Category A) 

 2016–17 2017–18 2018–19 2019–20 2020-21 

 Cat A&B Cat A&B Cat A Cat A Cat A 

Number of Code subscribers 17 21 12 15 7 

Number of branches (including head 
office) 

n/a 504 385 444 134 

Total of self-reported Code breaches 902 1,751 1,470 1,975 529 

Mean of self-reported Code breaches 53.1 83.4 122.5 131.7 75.6 

% of Code subscribers self-reporting 
Code breaches 

94% 95% 100% 93% 100% 

Total of self-reported complaints 16,587 19,829 21,131 23,445 3,00132 

Mean of self-reported complaints  975.7 944.2 1,760.9 1,563.0 428.7 

% of Code subscribers self-reporting 
complaints 

100% 95% 92% 100% 100% 

 

Chart 5: Top (>1%) categories of self-reported breaches by Category A in 2020-21 

  

                                                
32 This category formed one combined category with AA subscribers in 2019-20, see Table 8 on previous page. 
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Data trend – Code subscribers Category B 

Table 8: Sector summary (Category B) 

 2016–17 2017–18 2018–19 2019–20 2020-21 

 Cat A&B Cat A&B Cat B Cat B Cat B 

Number of Code subscribers 17 21 9 9 11 

Number of branches (including head 
office) 

n/a 504 117 98 231 

Total of self-reported Code breaches 902 1,751 84 123 245 

Mean of self-reported Code breaches 53.1 83.4 9.3 13.7 22.3 

% of Code subscribers self-reporting 
Code breaches 

94% 95% 100% 100% 100% 

Total of self-reported complaints 16,587 19,829 2,553 1,318 2,234 

Mean of self-reported complaints  975.7 944.2 283.7 146.4 203.1 

% of Code subscribers self-reporting 
complaints 

100% 95% 89% 100% 100% 

 

Chart 6: Top (>1%) categories of self-reported breaches by Category B in 2020-21 
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Data trend – Code subscribers Category C 

Table 9: Sector summary (Category C) 

 2016–17 2017–18 2018–19 2019–20 2020-21 

Number of Code subscribers 14 10 11 8 8 

Number of branches (including head 
office) 

n/a 78 70 55 53 

Total of self-reported Code breaches 176 136 230 290 205 

Mean of self-reported Code breaches 12.6 13.6 20.9 36.3 25.6 

% of Code subscribers self-reporting 
Code breaches 

93% 90% 100% 87% 87% 

Total of self-reported complaints 1,427 1,055 1,486 1,124 1,182 

Mean of self-reported complaints  101.9 105.5 135.1 140.5 147.8 

% of Code subscribers self-reporting 
complaints 

100% 90% 91% 100% 100% 

 

Chart 7: Top (>1%) categories of self-reported breaches by Category C in 2020-21 
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Data trend – Code subscribers Category D 

Table 10: Sector summary (Category D) 

 2016–17 2017–18 2018–19 2019–20 2020-21 

Number of Code subscribers 11 12 11 11 11 

Number of branches (including head 
office) 

n/a 103 75 58 42 

Total of self-reported Code breaches 48 22 161 21 16 

Mean of self-reported Code breaches 4.4 1.8 14.6 1.9 1.5 

% of Code subscribers self-reporting 
Code breaches 

82% 50% 82% 36% 36% 

Total of self-reported complaints 325 374 1,390 810 271 

Mean of self-reported complaints  29.5 31.2 126.4 73.6 24.6 

% of Code subscribers self-reporting 
complaints 

100% 100% 100% 100% 100% 

 

Chart 8: Top (>1%) categories of self-reported breaches by Category D in 2020-21 
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Data trend – Code subscribers Category E 

Table 11: Sector summary (Category E) 

 2016–17 2017–18 2018–19 2019–20 2020-21 

Number of Code subscribers 25 21 19 17 12 

Number of branches (including head 
office) 

n/a 57 52 43 35 

Total of self-reported Code breaches 90 95 101 128 56 

Mean of self-reported Code breaches 3.6 4.5 5.3 7.5 4.7 

% of Code subscribers self-reporting 
Code breaches 

52% 52% 63% 39% 42% 

Total of self-reported complaints 323 357 339 344 995 

Mean of self-reported complaints  12.9 17.0 17.8 20.0 82.9 

% of Code subscribers self-reporting 
complaints 

80% 81% 79% 82% 67% 

 

Chart 9: Top (>1%) categories of self-reported breaches by Category E in 2020-21 
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Appendix D: Comparative data of self-reported Code 

breaches over five years 

Table 12: Self-recorded breaches by Code category and section over five past years 

 2016–17 2017–18 2018–19 2019–20 2020-21 

 Total In % Total In % Total In % Total In % Total In % 

General 

commitments 
539 44% 1,317 66% 1,155 56% 1,288 51% 985 43.8% 

Key 

commitments 
428 35% 1,187 59% 972 48% 1,110 44% 836 37.2% 

KP1 Be fair and 

ethical 
4 <1% 4 <1% 42 2% 12 <1% 10 <1% 

KP2 Focus on 

our customers 
84 7% 9 <1% 8 <1% 36 1% 26 1.2% 

KP5 Deliver 

high customer 

service 

70 6% 838 42% 610 30% 749 30% 407 18.1% 

KP7 Recognise 

our customers' 

rights as 

owners 

129 11% 2 <1% 0 0% 3 <1% 2 <1% 

KP8 Comply 

with legal and 

industry 

obligations 

138 11% 334 17% 311 15% 307 12% 387 17.2% 

KP9 Recognise 

impact on wider 

community 

3 <1% 0 0% 1 <1% 3 <1% 4 <1% 

Provision of 

general 

information 

111 9% 130 6% 183 9% 178 7% 149 6.6% 

KP3 Clear 

information 
24 2% 67 3% 34 2% 50 2% 39 1.7% 

D2 Product 

information 
81 7% 38 2% 108 5% 111 4% 109 4.8% 

D19 Copies of 

documents 
6 <1% 25 1% 41 2% 17 <1% 1 <1% 

Disclosure 80 7% 39 2% 102 5% 131 5% 135 6.0% 

Interest rates, 

fees and charges 
61 5% 35 2% 75 4% 120 5% 113 5.0% 

D3 Interest 

rates, fees and 

charges 

45 4% 32 2% 66 3% 114 5% 92 4.1% 

D5 Reviewing 

fees and 

charges 

16 1% 3 <1% 9 <1% 6 <1% 21 <1% 

T&C and 

changes to T&C 
19 2% 4 <1% 27 1% 11 <1% 22 1.0% 

D4 Fair terms 

and conditions 
2 <1% 0 0% 25 1% 1 <1% 14 <1% 

D17 Notifying 

changes to your 

account 

17 1% 4 <1% 2 <1% 10 <1% 8 <1% 

Provision of 

customer owned 

banking service 

55 5% 34 2% 66 3% 126 5% 53 2.4% 

D13 Third party 

products 
14 1% 4 <1% 5 <1% 10 <1% 8 <1% 
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 2016–17 2017–18 2018–19 2019–20 2020-21 

 Total In % Total In % Total In % Total In % Total In % 

D16 Statement 

of accounts 
27 2% 11 1% 15 1% 89 4% 22 1.0% 

D20 Direct debit 

arrangements 
7 1% 13 1% 36 2% 16 <1% 7 <1% 

D21 

Chargebacks 
2 <1% 5 <1% 4 <1% 0 0% 6 <1% 

D21.3 

Recurring 

payment 

arrangements 

0 0% 0 0% 2 <1% 5 <1% 1 

<1% 

D22 Closure of 

accounts 
5 <1% 1 <1% 4 <1% 6 <1% 9 <1% 

D26.5 

Centrelink 

requirements 

0 0% 0 0% 0 0% 0 0% 0 0% 

Provision of 

credit 
169 14 136 7% 151 7% 133 5% 185 8.2% 

Credit 

assessment, 

responsible 

lending and 

financial 

difficulty 

152 12% 114 6% 125 6% 124 5% 173 7.7% 

KP4 We will be 

responsible 

lenders 

7 1% 8 <1% 0 0% 7 <1% 22 1.0% 

D6 Responsible 

lending 

practices 

143 12% 106 5% 121 6% 105 4% 142 
<1% 

D7 Credit limit 

increase offers 
0 0% 0 0% 0 0% 0 0% 2 <1% 

D24 If you are 

in financial 

difficulties 

2 <1% 0 0% 4 <1% 12 <1% 7 
<1% 

Joint debtors, 

accounts & sub. 

cards 

11 1% 20 1% 12 1% 8 <1% 4 <1% 

D9 Joint 

accounts 
9 1% 16 1% 12 1% 5 <1% 2 <1% 

D10 Subsidiary 

cards 
2 <1% 0 0% 0 0% 0 0% 0 0% 

D11 Safeguards 

for  

co-borrowers 

0 0% 4 <1% 0 % 3 <1% 2 <1% 

Other provision 

of credit 

obligations 

6 <1% 2 <1% 14 1% 1 <1% 8 <1% 

D8 Reverse 

mortgage loans 
0 0% 0 0% 0 0% 0 0% 0 0% 

D12 Safeguard 

for loan 

guarantors 

2 <1% 1 <1% 0 0% 1 <1% 1 0% 

D26 Debt 

collection and 

legal action 

4 <1% 1 <1% 14 1% 0 0% 7 <1% 

Other Code 

obligations (such 

as Training, 

Privacy, IDR) 

379 31% 478 24% 572 28% 859 34% 890 39.6% 
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 2016–17 2017–18 2018–19 2019–20 2020-21 

 Total In % Total In % Total In % Total In % Total In % 

Privacy and 

confidentiality 
294 24% 435 22% 525 26% 783 31% 759 33.8% 

D23 Information 

privacy and 

security 

294 24% 435 22% 525 26% 783 31% 759 33.8% 

Advertising 21 2% 20 1% 13 1% 43 2% 21 <1% 

D1 Advertising 21 2% 20 1% 13 1% 43 2% 21 <1% 

Communication 18 1% 13 1% 14 1% 13 <1% 83 3.7% 

D15 Timely, 

clear and 

effective 

15 1% 11 1% 11 1% 11 <1% 75 3.3% 

D18 

Electronically 
3 <1% 2 <1% 3 <1% 1 <1% 6 <1% 

D25 Working 

with your 

representative 

0 0% 0 0% 0 0% 1 <1% 2 <1% 

Training 5 <1% 6 <1% 4 <1% 3 <1% 4 <1% 

D14 Use of 

finance brokers 
0 0% 0 0% 0 0% 0 0% 0 0% 

E2 Training our 

staff 
5 <1% 6 <1% 4 <1% 3 <1% 4 <1% 

Dispute 

Resolution 
41 3% 4 <1% 16 1% 14 <1% 23 1.0% 

KP6 Deal fairly 

with any 

complaints 

0 0% 0 0% 1 <1% 1 <1% 2 <1% 

D27 Prompt, 

fair resolution of 

complaints 

39 3% 2 <1% 3 <1% 3 <1% 12 <1% 

D28 Our 

complaints 

handling 

process 

1 <1% 1 <1% 12 1% 10 <1% 8 <1% 

D29 External 

Dispute 

Resolution 

1 <1% 0 0% 0 0% 0 0% 1 0% 

D30 Complaints 

about Code 

breaches 

0 0% 1 <1% 0 0% 0 0% 0 0% 

Promotion of the 

Code 
0 0% 0 0% 0 0% 3 <1% 0 0% 

B Commitment 

to comply with 

Code 

0 0% 0 0% 0 0% 0 0% 0 0% 

KP10 Support 

and promote 

Code 

0 0% 0 0% 0 0% 1 <1% 0 0% 

E1 Publicising 

the Code 
0 0% 0 0% 0 0% 2 <1% 0 0% 

Grand Total 1,222  2,004  2,046  2,537  2,248  
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Chart 10: Self-reported Code breaches by general categories over past five years 

 

 

Table 13: Number of Code subscribers self-reporting Code breaches over past five years 

Number of self-reported Code 

breaches 
2016–17 2017–18 2018–19 2019–20 2020-21 

Nil breaches 16 18 9 16 15 

Between 1 to 10 breaches 29 25 29 20 15 

Between 11 to 20 breaches 6 5 8 2 5 

Between 21 to 50 breaches 11 9 5 6 9 

Between 51 to 100 breaches 3 2 4 10 7 

Between 101 to 200 breaches 2 4 5 4 3 

Between 201 to 500 breaches 0 0 1 133 3 

Over 500 breaches 0 134 135 136 0 

 

                                                
33 One Code subscriber self-reported 352 Code breaches. 
34 One Code subscriber self-reported 906 Code breaches. 
35 One Code subscriber self-reported 549 Code breaches. 
36 One Code subscriber self-reported 636 Code breaches. 
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Chart 11: Self-reported Code breaches by size of Code subscribers over past five years 

 

Note: Prior to 2020-21 Category AA was included in Category A and prior to 2018-19 Category A 

and B was a combined category.  
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Appendix E: Detailed self-recorded Code breach data by 

Code subscriber size in 2020-21 

Table 14: Self-reported Code breach categories by size of Code subscriber in 2020-21 

Code Sections Cat AA Cat A Cat B Cat C Cat D Cat E Total 

Grand Total 1,197 529 245 205 16 56 2,248 

General commitments 637 88 116 106 7 31 985 

Key commitments 587 34 97 87 7 24 836 

KP1 Be fair and ethical 8 1 1 0 0 0 10 

KP2 Focus on our customers 7 5 4 0 0 10 26 

KP5 Deliver high customer service 265 17 58 47 7 13 407 

KP7 Recognise our customers' 
rights 

1 1 0 0 0 0 2 

KP8 Comply with legal & industry 
obligations 

304 9 33 40 0 1 387 

KP9 Recognise impact on 
community 

2 1 1 0 0 0 4 

Provision of general information 50 54 19 19 0 7 149 

 KP3 Clear information 13 4 4 13 0 5 39 

 D2 product information 37 50 15 5 0 2 109 

 D19 copies of documents 0 0 0 1 0 0 1 

Disclosure 50 36 32 11 0 6 135 

Interest rates, fees and charges 44 25 31 10 0 3 113 

D3 Interest rates, fees and charges 44 9 27 9 0 3 92 

D5 Reviewing fees and charges 0 16 4 1 0 0 21 

T&C and changes to T&C 6 11 1 1 0 3 22 

D4 Fair terms and conditions 3 10 1 0 0 0 14 

D17 Notifying changes to your 
account 

3 1 0 1 0 3 8 

Provision of customer owned 
banking service 

18 8 12 7 1 7 53 

D13 Third party products 6 0 0 0 0 2 8 

D16 Statement of accounts 4 6 8 4 0 0 22 

D20 Direct debit arrangements 3 0 1 0 1 2 7 

D21 Chargebacks 1 1 1 1 0 2 6 

D21.3 Recurring payment 
arrangements 

0 0 0 0 0 1 1 

D22 Closure of accounts 4 1 2 2 0 0 9 

D26.5 Centrelink requirements 0 0 0 0 0 0 0 

Provision of credit 65 101 6 13 0 0 185 

Credit assessment, responsible 
lending and financial difficulty 

58 97 5 13 0 0 173 

KP4 We will be responsible lenders 16 0 1 5 0 0 22 

D6 Responsible lending practices 34 97 4 7 0 0 142 

D7 Credit limit increase offers 1 0 0 1 0 0 2 

D24 If you are in financial difficulties 7 0 0 0 0 0 7 
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Code Sections Cat AA Cat A Cat B Cat C Cat D Cat E Total 

Joint debtors, accounts & sub. 
cards 

3 1 0 0 0 0 4 

D9 Joint accounts 1 1 0 0 0 0 2 

D10 Subsidiary cards 0 0 0 0 0 0 0 

D11 Safeguards for co-borrowers 2 0 0 0 0 0 2 

Other provision of credit 
obligations 

4 3 1 0 0 0 8 

D8 Reverse mortgage loans 0 0 0 0 0 0 0 

D12 Safeguard for loan guarantors 1 0 0 0 0 0 1 

D26 Debt collection and legal action 3 3 1 0 0 0 7 

Other Code obligations (such as 
Training, Privacy, IDR) 

427 296 79 68 8 12 890 

Privacy and confidentiality 372 262 46 64 5 10 759 

D23 Information privacy and security 372 262 46 64 5 10 759 

Advertising 9 8 4 0 0 0 21 

D1 Advertising 9 8 4 0 0 0 21 

Communication 34 23 21 0 3 2 83 

D15 Timely, clear and effective 28 22 20 0 3 2 75 

D18 Electronically 5 0 1 0 0 0 6 

D25 Working with your 
representative 

1 1 0 0 0 0 2 

Training 1 1 2 0 0 0 4 

D14 Use of finance brokers 0 0 0 0 0 0 0 

E2 Training our staff 1 1 2 0 0 0 4 

Dispute Resolution 11 2 6 4 0 0 23 

KP6 Deal fairly with any complaints 1 0 1 0 0 0 2 

D27 Prompt, fair resolution of 
complaints 

5 1 3 3 0 0 12 

D28 Our complaints handling 
process 

5 1 1 1 0 0 8 

D29 External Dispute Resolution 0 0 1 0 0 0 1 

D30 Complaints about Code 
breaches 

0 0 0 0 0 0 0 

Promotion of the Code 0 0 0 0 0 0 0 

B Commitment to comply with Code 0 0 0 0 0 0 0 

KP10 Support and promote Code 0 0 0 0 0 0 0 

E1 Publicising the Code 0 0 0 0 0 0 0 
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Table 15: Number of Code subscribers self-reporting by size of Code subscriber in 2020-21 

Number of self-reported 

Code breaches 
Cat AA Cat A Cat B Cat C Cat D Cat E Total 

Nil breaches 0 0 0 1 7 7 15 

Between 1 to 10 breaches 0 3 2 3 4 3 15 

Between 11 to 20 breaches 0 0 4 0 0 1 5 

Between 21 to 50 breaches 1 0 4 3 0 1 9 

Between 51 to 100 breaches 3 2 1 1 0 0 7 

Between 101 to 200 breaches 2 1 0 0 0 0 3 

Between 201 to 500 breaches 2 1 0 0 0 0 3 

Over 500 breaches 0 0 0 0 0 0 0 

 

Table 16: Self-reported breaches notified to other regulators by Code Section in 2020-21 

Code Section AUSTRAC ASIC APRA OAIC AFCA ATO ACMA ACCC 

KP5 We will deliver high 

customer service and 

standards 

- 7 1 - - - - - 

KP8 We will comply with 

our legal and industry 

obligations 

72 2 18 - - 2 - 1 

D1 Advertising - - 1 - - - - - 

D2 Information about our 

products 
- 3 - - 1 - - - 

D3 Information on 

interest rates, fees and 

charges 

- 1 - - 2 - - - 

D4 Fair terms and 

conditions 
- 1 - - 1 - - - 

D5 Reviewing fees and 

charges 
-  - - - - - - 

D6 Responsible lending 

practices 
- 6 - - 1 - - - 

D16 Account statements 

and balances 
- 2 - - - - - - 

D22 Closing your 

account 
- 1 - - - - - - 

D23 Information privacy 

and security 
- 1 - 18 3 - 1 - 

Grand Total 72 24 20 18 8 2 1 1 
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Table 17: Number of breach(es) by timeframe for short term remedial action in 2020-21 

Remedial 

Action 

same 

day 

48 

hours 
1 week 

2 

weeks 

1 

month 

1 to 3 

months 

3 to 6 

months 

6 to 12 

months 

>1 

year 

training 71 95 166 17 396 22 18 1 1 

apology 138 108 50 21 36 69 5 3 4 

review and 

changes of 

procedure 

13 4 64 2 5 6 - 2 - 

review and 

changes to 

process 

12 4 4 5 10 15 4 6 1 

refund of fees 1 16 4 7 6 18 3 4  

interest 

adjustment 
1 1 10 3 3 1 2 2 - 

ex-gratia 

payment 
4  3 4 2 3 - - - 

review and 

changes to 

terms and 

conditions 

1 1 - 1 2 - 1 - - 

other 48 75 85 21 43 35 22 6 8 

 

Table 18: Number of breach(es) by timeframe for long term remedial action in 2020-21 

Remedial Action 
within 1 

month 

1 to 3 

months 

3 to 6 

months 

6 to 12 

months 

1 to 2 

years 

2 to 5 

years 

training 269 86 5 6 4 - 

review and changes to 

process 
39 17 7 15 - 1 

review and changes of 

procedure 
20 12 7 2 - - 

apology 17 - - - - - 

refund of fees 7 2  1 - - 

review and changes to 

terms and conditions 
1 5 - 1 - - 

interest adjustment 4 - 1 - - - 

other 65 20 26 5 3 1 
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Table 19: Analysis of high volumes of self-reported Code breaches in 2020-21  

Code Section Number of Code 
subscribers self-
reporting 
breaches of this 
Code Section 

Number of Code subscribers who self-reported high 
number of breaches 

D23 
Information 
privacy and 
security 

34 (60%) of total 
Code subscribers 

● Most breaches of D23 were self-reported by larger 

institutions - half (49%) by Category AA and one third 

(35%) by Category A. 

● One Category A subscriber self-reported 120 (15%) of 

breaches of D23. 

● Six subscribers each self-reported over 50 breaches 

of D23.  

D3 Interest 
rates, fees and 
charges 

23 (40%) of total 
Code subscribers 

● Nearly half (48%) of breaches of D3 were self-

reported by Category AA and one third (30%) by 

Category B. 

KP5 Deliver 
high customer 
service 

22 (39%) of Code 
subscribers 

● Most breaches (65%) of KP5 were self-reported by 

institutions of Category AA, including one institution 

self-reporting nearly one third (135) of the total 

breaches of D23. 

KP8 Comply 
with legal & 
industry 
obligations 

20 (35%) of Code 
subscribers 

● Most breaches (79%) of KP8 were self-reported by 

institutions of Category AA, including one institution 

self-reporting nearly one third (135) of the total breach 

of D23. 

● One Category AA subscriber self-reported 141 (35%) 

and another Category AA subscriber self-reported 80 

(20%) of breaches of KP5. 

D2 product 
information 

19 (33%) of total 
Code subscribers 

● Most breaches of D2 were self-reported by larger 

institutions – one-third (34%) by Category AA and 

nearly half (46%) by Category A. 

● One Category A subscribers self-reported 35 (27%) of 

breaches of D6. 

D6 
Responsible 
lending 
practices 

17 (30%) of total 
Code subscribers 

● Most breaches (68%) of D6 were self-reported by 

institutions of Category A, including one Category A 

subscribers self-reporting 72 (45%) breaches of D6. 
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Chart 12: Benchmarking of self-reported breaches per 1,000 accounts in 2020-21 
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Appendix F: Root causes and impact of self-reported 

Code breaches in 2020-21 

Table 20: Impact of self-reported breaches by Code section in 2020-21 

Note: numbers are indicative as not all Code subscribers provided conclusive information. 

Code Section 
Number of 

customer(s) impacted  
Financial impact to 

customer(s) PRE-remediation 

KP1 We will be fair and ethical in our 
dealings with you 

8,019      $7,005,025 

KP5 We will deliver high customer service 
and standards 

65,750 $836,682 

D23 Information privacy and security 308,022 $463,622 

D3 Information on interest rates, fees and 
charges 

7,270 $264,839 

D6 Responsible lending practices 151 $182,639 

KP8 We will comply with our legal and 
industry obligations 

74,325 $177,411 

D4 Fair terms and conditions 5,813 $33,030 

D15 Timely, clear and effective 
communication 

837 $32,226 

D2 Information about our products 5,768 $30,235 

KP3 We will give you clear information 
about our products and services 

80 $17,880 

KP2 We will focus on our members 48 $15,005 

D5 Reviewing fees and charges 826 $6,513 

D21 Seeking a chargeback on your behalf 6 $2,412 

D28 Our complaints handling process 8 $1,500 

KP4 We will be responsible lenders 35 $1,362 

D22 Closing your account 21,149 $389 

D27 Prompt, fair resolution of complaints 10 $100 

D16 Account statements and balances 40,238 $15 

KP7 We will recognise our customers' 
rights as owners 

17,001 $10 

D17 Notifying changes to your account 6,862 $0 

D18 Provision of statements and notices 
electronically 

179 $0 

D13 Third Party Products 502 $0 

D24 If you are in financial difficulties 460 $0 

D1 Advertising 4,648 $0 
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Chart 13: Financial impact37 to customer(s) by root cause of self-reported breach(es) in 

2020-21 

 

Chart 14: Number of customer(s)38 impacted by root cause of self-reported breach(es) in 

2020-21 

 

Chart 15: Number of self-reported breach(es)39 by root cause in 2020-21 

 

                                                
37 Including root causes with over $5,000 financial impact. 
38 Including root causes with over 1,000 clients impacted. 
39 Including root causes with over 50 self-reported breaches. 
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Chart 16: Financial impact40 to customer(s) by Product/Service Types in 2020-21 

 

Chart 17: Number of customer(s)41 impacted by Product/Service Types in 2020-21 

 

Chart 18: Number of self-reported breach(es)42 by Product/Service Type in 2020-21 

 

                                                
40 Including Product/Service Type with over $20,000 financial impact. 
41 Including Product/Service Type with over 1,000 clients impacted. 
42 Including Product/Service Type with over 100 self-reported breaches. 
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Appendix G: Comparative data of self-reported 

complaints over five years 

 

Table 21: Self-reported complaints over past five years 

  2016–17 2017–18 2018–19 2019–20 2020-21 

  Total In % Total In % Total In % Total In % Total In % 

Number of self-reported 

complaints which 

include Code breaches 

242 1% 1,217 6% 949 4% 374 1.4% 669 2.3% 

Total number of self-

reported complaints 
18,662  21,615  26,899  27,041  29,650  

 Category           

S

e

r

v

i

c

e 

/ 

P

r

o

d

u

c

t 

Deposit taking 7,444 40% 7,450 34% 11,349 42% 10,528 39% 11,910 40.2% 

Payment 

systems 
3,508 19% 7,174 33% 6,402 24% 7,397 27% 7,340 24.8% 

Credit 2,987 16% 3,350 15% 4,002 15% 4,502 17% 5,153 17.4% 

General 

insurance 
349 2% 195 <1% 358 1% 460 1% 408 1.4% 

Pre-paid cards43 n/a n/a 188 <1% 176 <1% 208 <1% 83 <1% 

Investments 1,950 10% 133 <1% 88 <1% 108 <1% 79 <1% 

Life insurance 49 <1% 15 <1% 4 <1% 3 <1% 20 <1% 

Financial 

advice44 
n/a n/a n/a n/a n/a n/a n/a n/a 5 <1% 

Traditional 

trustee services 
1,169 6% 13 <1% 29 <1% 7 <1% 4 <1% 

Superannuation
45 

n/a n/a n/a n/a n/a n/a n/a n/a 1 <1% 

Other 1,206 6% 3,097 14% 4,491 17% 3,828 14% 4,647 15.7% 

 Category           

I

s

s

u

e 

Service 4,393 24% 6,967 32% 10,386 39% 7,626 28% 10,411 35.1% 

Transactions 2,180 12% 3,259 15% 2,671 10% 3,872 14% 5,375 18.1% 

Decision by 

Code subscriber 
3,887 21% 2,390 11% 2,412 9% 3,541 13% 

4,602 15.5% 

Charges 2,131 11% 2,256 10% 3,789 14% 4,279 16% 3,774 12.7% 

Instructions 1,156 6% 2,031 9% 2,099 8% 1,553 6% 1,172 4.0% 

Disclosure 1,810 10% 908 4% 1,608 6% 1,588 6% 1,040 3.5% 

                                                
43 New category in 2017–18. 
44 New category in 2020-21. 
45 New category in 2020-21. 
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  2016–17 2017–18 2018–19 2019–20 2020-21 

  Total In % Total In % Total In % Total In % Total In % 

Advice 857 5% 723 3% 525 2% 824 3% 490 1.7% 

Privacy 223 1% 305 1% 483 2% 565 2% 452 1.5% 

Transactions 

(ATM issues 

only)46 

n/a n/a n/a n/a 379 1% 391 1% 

374 1.3% 

Financial 

difficulty/ 

responsible 

lending 

546 3% 213 1% 390 1% 531 2% 

298 1.0% 

Credit 

reporting47 
n/a n/a n/a n/a n/a n/a n/a n/a 

197 0.7% 

Consumer data 

right48 
n/a n/a n/a n/a n/a n/a n/a n/a 

1 0.0% 

Other 1,479 8% 2,563 12% 2,157 8% 2,271 8% 1,464 4.9% 

 Category           

O

u

t

c

o

m

e 

In favour of 

customer via 

IDR 

4,806 26% 8,011 37% 6,976 26% 8,141 30% 9,524 32.1% 

Mutual 

agreement via 

IDR 

6,213 33% 5,510 25% 10,960 41% 8,278 31% 8,997 30.3% 

Apology / 

feedback 
3,828 21% 4,629 21% 4,378 16% 5,143 19% 5,446 18.4% 

In favour of 

Code subscriber 

via IDR 

2,493 13% 1,971 9% 3,053 11% 3,152 12% 3,217 10.8% 

Withdrawn 376 2% 641 3% 422 2% 408 2% 376 1.3% 

Identified as 

complaints 

against TP49 

n/a n/a n/a n/a n/a n/a n/a n/a 113 <1% 

Outside AFCA 

rules50 
n/a n/a n/a n/a n/a n/a n/a n/a 99 <1% 

Customer took 

business 

elsewhere51 

n/a n/a n/a n/a n/a n/a n/a n/a 48 <1% 

Customer taken 

legal action 
4 <1% 4 <1% 0 0% 11 <1% 1 <1% 

                                                
46 New category introduced in the 2019 ACS, previously reported as one category in ‘Transactions’. 
47 New category in 2020-21. 
48 New category in 2020-21. 
49 New category in 2020-21. 
50 New category in 2020-21. 
51 New category in 2020-21. 
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  2016–17 2017–18 2018–19 2019–20 2020-21 

  Total In % Total In % Total In % Total In % Total In % 

In favour of 

Code subscriber 

via EDR52 

n/a n/a n/a n/a n/a n/a n/a n/a 107 <1% 

Mutual 

agreement via 

EDR53 

n/a n/a n/a n/a n/a n/a n/a n/a 218 <1% 

In favour of 

customer via 

EDR54 

n/a n/a n/a n/a n/a n/a n/a n/a 117 <1% 

Referred to EDR 247 1% 188 <1% 309 1% 346 1% n/a n/a 

Unresolved as 

at 30 June 
226 1% 173 <1% 366 1% 471 2% 447 1.5% 

Other 469 3% 488 2% 435 2% 1,091 4% 940 3.2% 

 Category           

T

i

m

e

f

r

a

m

e 

Resolved within 

21 days 
16,725 90% 19,009 88% 24,785 92% 24,091 89% 26,244 88.5% 

Resolved within 

45 days 
1,149 6% 1,797 8% 950 4% 1,710 6% 2,104 7.1% 

Resolved 

beyond 45 days 
501 3% 369 2% 649 2% 647 2% 636 2.1% 

Unresolved as 

at 30 June 
155 <1% 171 <1% 367 1% 494 <1% 485 1.6% 

Other 132 <1% 269 1% 148 <1% 99 <1% 181 <1% 

 

  

                                                
52 New category in 2020-21, previously included in ‘Referred to EDR’ category. 
53 New category in 2020-21, previously included in ‘Referred to EDR’ category. 
54 New category in 2020-21, previously included in ‘Referred to EDR’ category. 
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Table 22: Number of Code subscribers self-reporting complaints over past five years 

Number of self-reported 

complaints 
2016–17 2017–18 2018–19 2019–20 2020-21 

Nil complaints 8 7 7 3 4 

Between 1 to 10 complaints 21 19 18 8 8 

Between 11 to 20 complaints 4 4 4 9 8 

Between 21 to 50 complaints 11 11 11 11 6 

Between 51 to 100 complaints 7 7 7 6 7 

Between 101 to 1,000 

complaints 
14 13 12 17 18 

Over 1,000 complaints 3 3 3 6 6 

 

Chart 19: Self-reported complaints by size of Code subscriber over past five years 

 
 

Note: Prior to 2020-21 Category AA was included in Category A and prior to 2018-19 Category A 

and B was a combined category.  
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Appendix H: Detailed self-reported complaints data by 

size of Code subscriber in 2020-21 

Table 23: Self-reported complaints by service/product and size of Code subscriber in 2020-

21 

Category Cat AA Cat A Cat B Cat C Cat D Cat E Total 

Deposit taking 9,335 468 676 533 96 802 11,910 

Payment systems 4,010 1,952 759 351 117 151 7,340 

Credit 4,328 329 301 158 18 19 5,153 

General insurance 279 20 87 20 0 2 408 

Pre-paid cards  4 4 69 0 6 0 83 

Investments 45 14 17 3 0 0 79 

Life insurance 17 3 0 0 0 0 20 

Financial advice  4 1 0 0 0 0 5 

Traditional trustee services 0 0 3 0 0 1 4 

Superannuation  0 1 0 0 0 0 1 

Other  3,945 209 322 117 34 20 4,647 

 

Table 24: Self-reported complaints by issue and size of Code subscriber in 2020-21 

Category Cat AA Cat A Cat B Cat C Cat D Cat E Total 

Service 8,346 516 726 640 134 49 10,411 

Transactions 1,984 1,823 619 80 53 816 5,375 

Decision by Code subscriber 3,984 97 250 256 9 6 4,602 

Charges 3,337 203 112 61 20 41 3,774 

Instructions 950 66 97 33 6 20 1,172 

Disclosure 919 55 44 8 4 10 1,040 

Advice 452 12 11 7 7 1 490 

Privacy 366 26 29 18 7 6 452 

Transactions (ATM issues 

only)  

55 126 116 21 28 28 374 

Financial difficulty/responsible 

lending 

261 21 13 1 0 2 298 

Credit reporting  166 14 17 0 0 0 197 

Consumer data right  0 1 0 0 0 0 1 

Other 1,147 41 200 57 3 16 1,464 
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Table 25: Self-reported complaints by outcome and size of Code subscriber in 2020-21 

Category Cat AA Cat A Cat B Cat C Cat D Cat E Total 

In favour of customer via IDR 5,749 1,808 892 99 143 833 9,524 

Mutual agreement via IDR 8,105 275 391 123 42 61 8,997 

Apology / feedback 3,889 231 470 792 47 17 5,446 

In favour of Code subscriber 

via IDR 
2,426 307 332 76 29 47 3,217 

Withdrawn 152 147 43 25 1 8 376 

Identified as complaints 

against TP  
52 15 33 11 0 2 113 

Outside AFCA rules  37 54 7 0 1 0 99 

Customer took business 

elsewhere  
19 6 5 2 2 14 48 

Customer taken legal action 0 0 1 0 0 0 1 

In favour of Code subscriber 

via EDR  
85 15 4 9 0 4 117 

Mutual agreement via EDR  171 19 15 6 4 3 218 

In favour of customer via EDR  87 9 9 1 0 1 107 

Unresolved as at 30 June 340 70 25 5 2 5 447 

Other 855 45 7 33 0 0 940 

 

Table 26: Self-reported complaints by resolution timeframe and size of Code subscriber in 

2020-21 

Category Cat AA Cat A Cat B Cat C Cat D Cat E Total 

Resolved within 21 days 20,264 1,793 1,988 1,091 260 848 26,244 

Resolved within 45 days 950 888 155 37 3 71 2,104 

Resolved beyond 45 days 326 170 62 18 6 54 636 

Unresolved as at 30 June 361 74 29 1 2 18 485 

Other 66 76 0 35 0 4 181 

 

Table 27: Number of self-reported complaints by size of Code subscriber in 2020-21 

Number of self-
reported complaints Cat AA Cat A Cat B Cat C Cat D Cat E Total 

Nil 0 0 0 0 0 4 4 

1 to 10 0 1 1 1 3 2 8 

11 to 20 0 0 1 1 3 3 8 

21 to 50 0 0 1 0 4 1 6 

51 to 100 0 1 2 3 1 0 7 

100 to 1,000 3 4 6 3 0 2 18 

Over 1,000 5 1 0 0 0 0 6 
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Table 28: Analysis of high volumes of self-reported complaints in 2020-21  

Complaints Number of Code 
subscribers self-
reporting complaints 
in this area 

Number of Code subscribers who self-reported high 
number of complaints 

Product: 
Deposit taking 

50 (88%) of total Code 
subscribers 

● Deposit taking was the most identified product in 

self-reported complaints. 

● 66% of complaints involving deposit taking products 

were self-reported by three Category AA 

subscribers. 

● Half of Code subscribers self-reported ten or more 

complaints each concerning deposit taking products. 

Product: 
Payment 
systems 

46 (80%) of total Code 
subscribers 

● One Category AA subscribers self-reported one third 

(37%) of the total complaints regarding payments 

systems. 

● One Category A subscribers self-reported one 

quarter (24%) of the total complaints regarding 

payments systems. 

● Eight additional Code subscribers self-reported over 

100 complaints each regarding payment systems. 

Product: Credit 45 (79%) of total Code 
subscribers 

● One Category A subscriber self-reported 40% of the 

total complaints regarding credit products. 

● Six Code subscribers self-reported over 100 

complaints each regarding credit products. 

Issue: Service 44 (77%) of total Code 
subscribers 

● Four Category AA subscribers self-reported three 

third (75%) of total complaints concerning service 

issues, with over 1,000 complaints each. 

● An additional seven Code subscribers self-reported 

over 100 complaints each regarding service issues. 

Issue: 
Transactions 

44 (77%) of total Code 
subscribers 

● One Category A subscribers self-reported 32% of 

total complaints regarding transactions issues. 

● An additional eight Code subscribers self-reported 

over 100 complaints each regarding transaction 

issues. 

Issue: Charges 40 (70%) of total Code 
subscribers 

● One Category AA subscriber self-reported 65% of 

total complaints regarding charge issues. 

● An additional three Code subscribers self-reported 

100 complaints each regarding charge issues. 

Outcome: In 
favour of 
customers via 
IDR 

49 (86%) of total Code 
subscribers 

● One Category AA subscriber self-reported 33% of 

total complaints as being resolved in favour of the 

customers via internal dispute resolution 
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Chart 20: Benchmarking of self-reported complaints per 1,000 accounts in 2020-21 
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